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Abstract

This study aims to comprehensively explore the complexities of integrating Artificial Intelligence (Al) into
Autonomous Vehicles (AVs), examining the challenges introduced by Al components and their impact on

testing procedures. The research focuses on essential requirements for trustworthy Al, including cybersecurity,
transparency, robustness, and fairness. We first analyse the role of Al at the most relevant operational layers of

AVs, and discuss the implications of the EU's Al Act on AVs, highlighting the importance of the concept of a

safety component. Using an expert opinion-based methodology, involving an interdisciplinary workshop with 21
academics and a subsequent in-depth analysis by a smaller group of experts, this study provides a state-of-the-art
overview of the current landscape of vehicle regulation and standards, including ex-ante, post-hoc, and accident
investigation processes, highlighting the need for new testing methodologies for both Advanced Driver Assistance
Systems (ADAS) and Automated Driving Systems (ADS). The study also provides a detailed analysis of cybersecurity
audits, explainability in Al decision-making processes and protocols for assessing the robustness and ethical
behaviour of predictive systems in AVs. The analysis highlights significant challenges and suggests future directions
for research and development of Al in AV technology, emphasising the need for multidisciplinary expertise. The
study’s conclusions have relevant implications for the development of trustworthy Al systems, vehicle regulations,
and the safe deployment of AVs.

Keywords Autonomous vehicles, Trustworthy Al, Testing, Vehicle Regulations, Cybersecurity, Transparency,
Explainability, Robustness, Fairess

*Correspondence: *University of Oxford, Oxford, UK

David Fernandez Llorca 5Bristol Robotics Laboratory, UWE Bristol, Bristol, England, UK
David.FERNANDEZ-LLORCA@ec.europa.eu /BASt - German Federal Highway Research Institute, Bergisch Gladbach,
1European Commission, Joint Research Centre, Seville, Spain Germany

2Computer Engineering Department, University of Alcala, Madrid, Spain SNTSB. HowiltBroke.com, Washington DC, USA

3European Commission, Joint Research Centre, Ispra, Italy Reed Mobility, Wokingham, UK

“EPFL - Swiss Federal Institute of Technology, Lausanne, Switzerland

. © European Union 2025. Open Access This article is licensed under a Creative Commons Attribution 4.0 International License, which permits use,
@ Sprlnger O pen sharing, adaptation, distribution and reproduction in any medium or format, as long as you give appropriate credit to the original author(s) and
— the source, provide a link to the Creative Commons licence, and indicate if changes were made. The images or other third party material in this
article are included in the article’s Creative Commons licence, unless indicated otherwise in a credit line to the material. If material is not included
in the article’s Creative Commons licence and your intended use is not permitted by statutory regulation or exceeds the permitted use, you will

need to obtain permission directly from the copyright holder. To view a copy of this licence, visit http://creativecommons.org/licenses/by/4.0/.


http://creativecommons.org/licenses/by/4.0/
https://doi.org/10.1186/s12544-025-00732-x
http://orcid.org/0000-0003-2433-7110
http://orcid.org/0000-0003-1987-5707
http://orcid.org/0000-0002-0452-6865
http://orcid.org/0000-0002-5401-4171
http://orcid.org/0000-0001-5302-1938
http://orcid.org/0000-0001-8846-734X
http://orcid.org/0000-0002-7794-6123
http://orcid.org/0000-0002-5004-1498
http://orcid.org/0000-0003-4983-3989
http://orcid.org/0009-0003-9916-8806
http://orcid.org/0000-0003-2873-4447
http://crossmark.crossref.org/dialog/?doi=10.1186/s12544-025-00732-x&domain=pdf&date_stamp=2025-7-25

Fernandez Llorca et al. European Transport Research Review

1 Introduction

Artificial Intelligence (AI) plays a critical role in the
advancement of autonomous driving. It is likely the
main facilitator of high levels of automation, as there
are certain technical issues that only seem to be resolv-
able through advanced Al systems, particularly those
based on machine learning. However, the introduction
of AI systems in the realm of driver assistance systems
and automated driving systems creates new uncertain-
ties due to specific characteristics of Al that make it a
distinct technology from traditional systems developed
in the field of motor vehicles. Some of these characteris-
tics include unpredictability, opacity, self and continuous
learning and lack of causality [1], among other horizon-
tal features such as autonomy, complexity, overfitting and
bias. As an example of the specificity that the introduc-
tion of Al systems in vehicles entails, the UNECE’s Work-
ing Party on Automated/Autonomous and Connected
Vehicles (GRVA) has been specifically discussing the
impact of Al on vehicle regulations since 2020 [2].

In order to maximize the benefits of using AI and
reduce potential negative impacts, several frameworks
have been developed that establish principles and
requirements for the development of trustworthy Al
For instance, the OECD AI value-based principles for
responsible stewardship of trustworthy Al [3], or the EU’s
ethical guidelines for trustworthy AI [4—6] which encom-
pass multiple ethical principles, requirements, and cri-
teria to ensure that Al systems are designed following a
human-centred approach.

These frameworks comprise multiple interrelated com-
ponents that extend beyond safety concerns, such as
cybersecurity, robustness, fairness, transparency, privacy,
accountability, societal and environmental well-being,
among others. Their general applicability to the autono-
mous driving domain has been previously analysed in
[7, 8], demonstrating that these are complex frameworks
which require addressing multiple problems of varying
nature. Some of these problems are still at an early stage
of scientific and technological maturity, presenting new
research and development challenges in various areas.
Progress in this context requires multidisciplinary exper-
tise and tailored analyses.

In this work, based on the methodology described in
Sect. 1.2, we present a detailed study of the state of the
art in relation to some of the most prominent elements of
trustworthy Al frameworks, and how they affect the cur-
rent and future landscape of testing procedures for AVs.
Specifically, we focus on cybersecurity, transparency,
robustness, and fairness. The analysis is conducted by a
multidisciplinary group of experts and includes the iden-
tification of the most pressing future challenges.

After describing the related work, the methodology,
and presenting the terminology used, Sect. 2, is dedicated
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to presenting the various operational layers involved in
vehicle automation, as well as the impact of Al on each
of them. It also presents the regulatory context of Al
and its sectoral application to the field of AVs. Section 3
presents the current landscape of vehicle regulation and
standards, including ex-ante, post-hoc, and accident
investigation processes. Sections 4, 5, and 6 detail the
requirements for cybersecurity, transparency through
explainability, robustness of prediction systems, and fair-
ness. Finally, Sect. 8 presents the general conclusions and
future work.

1.1 Related work

In this section, we briefly describe previous works
focused on analysing trustworthy Al requirements in the
context of Autonomous Driving. This analysis is com-
plemented in subsequent sections of the paper, where
a detailed state-of-the-art analysis is presented for each
specific requirement addressed in this work.

The discussion on the general impact and technical
implications of applying trustworthy Al system require-
ments in the context of AVs was initially explored in
[7] and [8]. A comprehensive analysis was conducted,
and the scientific and technical maturity of the multiple
dimensions included in the requirements was clearly
identified. However, due to the broad scope of the analy-
sis, the level of detail provided for some of the require-
ments was insufficient.

Beyond these works, we find others that, although
referencing the context of trustworthy AI as a general
goal, focus exclusively on a specific requirement and
operational layer. One of the most frequently addressed
requirements is that of transparency and explainability, in
relation to, for example, documentation [9], scene under-
standing [10], anomaly detection [11], motion prediction
[12-14], motion planning [15], or decision-making [16].

We can also find previous works analysing the state of
play of current regulatory developments in the context of
autonomous driving, either focusing on a specific region
(e.g., the US in [17] and [18]) or from a more global per-
spective [19, 20]. However, these studies do not elaborate
on the impact of Al or the context of the requirements
for trustworthy Al

The general impact of Al on AVs has also been covered
in other studies [21, 22]. The interplay between trust as a
human factor, and the more technical concept of trust-
worthiness was studied in [23]. More recently, in [24],
and also based on a focus group methodology including
policymakers, technology developers, and media organi-
zations, the authors identify a set of dimensions of trust-
worthiness without delving too deeply into either the
scientific maturity of each dimension or their possible
gradation.
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To the best of our knowledge, apart from the works
previously mentioned in [7] and [8], we did not find any
work in the literature that addresses key elements of the
trustworthy Al framework with the depth and breadth we
propose in this work, including highly relevant require-
ments such as cybersecurity, transparency, and fairness.

1.2 Methodology

To tackle the main focus areas of our analysis (cyber-
security, transparency, robustness, and fairness), we
employed an expert opinion-based methodology at two
levels. First, we conducted an interdisciplinary workshop
involving 21 expert academics from various disciplines
relevant to trustworthy Al and AVs. This interactive, col-
laborative online workshop allowed each expert to intro-
duce a topic related to one of the focus areas, address
all related questions, and provide additional resources
as needed. The workshop’s outcome was encapsulated
in a technical report [25]. From this, a smaller group of
experts was selected to go deeper into each focus area.
This group aimed to provide a state-of-the-art overview
for each area within the context of autonomous driving,
specifically focusing on testing methodologies, and sub-
sequently identify the most significant challenges in each
area.

The two-stage approach was designed to achieve a
thorough understanding of the problems addressed. The
broader workshop allowed for initial knowledge map-
ping, diverse perspectives, and the identification of key
areas of focus, while the smaller focus group enabled
in-depth analysis, specialised knowledge, and itera-
tive refinement. By combining both stages, the research
achieved a comprehensive and nuanced understand-
ing of the topic, covering both the breadth and depth of
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trustworthy Al for AVs, and made efficient use of exper-
tise. This approach was necessary due to the complexity
and novelty of the research area, and the need for hetero-
geneous and multidisciplinary expertise.

Due to the multidisciplinary nature of trustworthy Al
for AVs and the diverse group of experts, it was initially
agreed to establish a common terminology, identify the
main operational layers of AVs, and analyse the impact
of Al on each of them. The regulatory context of Al and
vehicles was also collectively examined.

1.3 Terminology

With respect to the terminology, in this work, we follow
the proposal presented in [8]. We use advanced driver
assistance systems (ADAS) or assisted vehicle/driving
for SAE levels 1 and 2 (driver), automated vehicle/driv-
ing for SAE level 3 (a backup driver/user is in charge),
and autonomous vehicle/driving for SAE levels 4 and
5 (passenger/unoccupied). In some cases, we also use
automated driving systems (ADS) to generically refer to
SAE levels 3 to 5 (automated and autonomous driving).
Finally, when we use the acronym AV, we refer to auto-
mated and/or autonomous vehicles indistinctly.

2 Alfor AVs

2.1 Operational layers of AVs and the role of Al
Autonomous vehicles (AVs) are complex systems that
interact with highly complex environments with an
almost infinite variety of possibilities. High levels of auto-
mation are facilitated by at least seven operational layers
(see Fig. 1):

+ Localisation: determines vehicle pose (position and
orientation) relative to a digital map. This includes

eHVI

G

Perception /

Fig. 1 Key operational layers: localisation, perception, planning, control, human-vehicle interaction and system management. Adapted and expanded from

[26]
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enhanced digital or high-definition maps that
contain static elements (e.g., traffic lights, traffic
signs, pedestrian crossings, lanes, street layout,
intersections, roundabouts, parking areas, green
areas, etc.) and dynamic real-time information

(e.g., weather and traffic conditions). Different
map-matching techniques are used to accurately
establish the vehicle’s position and heading within
the map. While traditionally localisation was not
based on learning, data-driven and machine learning
approaches are becoming prevalent [27].

Perception (and prediction): a.k.a. scene
understanding, this process detects and interprets
the dynamic content of the scene, including vehicles
and Vulnerable Road Users (VRUs) [7]. It also
includes segmenting the static elements of the scene
from the perspective of the vehicle. Perception

also includes prediction of future behaviours and
trajectories of other agents, such as vehicles and
VRUs, which are crucial for safe and comfortable
planning. Prediction, also referred to as social
forecasting, extends beyond simple predictions

to forecast long-term dependencies and complex
collective interactions. It models social etiquette,

the unwritten rules of social interactions, predicting
social agents’ behaviours based on social models and
including awareness of agents’ own actions on others’
movements. Social agent interaction requires joint
reasoning, and the most promising approaches are
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based on complex machine learning methods (e.g.,
socially-aware Al for AVs, as depicted in Fig. 2).
Planning: a.k.a. (local) motion or trajectory planning
or decision making. Based on vehicle localization,
knowledge of traffic rules, state of signals, and
predicted trajectories of dynamic agents, local
planning is performed, providing a feasible and
smooth trajectory and speed references for the
control system. We can distinguish between different
methods that have traditionally been applied to

deal with motion planning, including graph-search,
variational or optimization-based, incremental or
sample-based, and interpolation-based [28]. End-
to-end deep learning approaches are becoming
predominant [29].

Control: it involves both longitudinal (acceleration
and breaking) and lateral control (steering) of an AV
[30]. Feedback controllers are used to select the most
appropriate actuator inputs to perform the planned
local trajectory. Many different types of closed loop
controllers have been proposed for executing the
reference motions provided by the path planning
system [28], including path stabilization, trajectory
tracking, and more recently, predictive control
approaches.

Human-Vehicle Interaction (HVI): involves the
design of human-vehicle interfaces for effective
interaction and communication with in-vehicle users
and external road users [7]. Potential modalities

Prediction
(“Social Forecasting”)

Perception

Socially-aware

Al

for AV

Fig. 2 Socially-aware Al for AVs. Perception, Prediction, and Planning, also referred to as the 3 Ps. Perception and planning augmented with prediction to
safely yet effectively deploy AV that will interact with other social agents
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to communicate intention of the AV to road users
include explicit, such as audio and video signals,
and implicit forms, such as vehicle’s motion pattern
(speed, distance and time gap) [31]. Regarding driver
and passengers, common interfaces are audio, tactile,
visual, vibro-tactile, and more recently, natural
language processing [32]. In addition, this layer also
includes in-vehicle perception systems to detect the
users’ status.

+ System Management: it supervises the overall ADS,
including functions such as fault management, data
management and logging, event data recording, etc.

Although with varying levels of intensity, we can state
that AI plays a predominant role in the operational layers
of localisation, perception, planning, and human-vehicle
interaction, somewhat less in the control layer, and cir-
cumstantially in the system management layer.

2.2 The Al Act and its sectoral application

In August 2024, the European AI Act [33] entered into
force. Its primary goal is to establish trustworthy AI prac-
tices within the European Union. The Al Act adopts a
risk-based approach that mandates specific obligations
for providers of Al systems depending on their risk level.
High-risk Al system providers (including those with
potential risks to fundamental rights, health, and safety
of humans) are obligated to meet defined requirements
in Chapter III, Section 2 of the legal text (Articles 8 to
15). These requirements refer to risk management sys-
tem, data and data governance, technical documentation,
record-keeping, transparency and provision of informa-
tion to users, human oversight, and accuracy, robustness,
and cybersecurity.

Article 6 establishes the rules for the classification of
high-risk AI systems. The proposal defines a specific set
of Al systems that shall be considered high-risk (Annex
III). This can be considered the core of the regulation.
However, the AI Act also affects sector specific regula-
tions. More specifically, Al systems intended to be used
as a safety component of a product, or as a product itself,
covered by Union harmonisation legislation (listed in
Annex I, including machinery, toys, medical devices,
motor vehicles regulations, etc.), as well as those prod-
ucts requiring a third-party conformity assessment
before being put on the market or putting into service.
The Annex I includes Regulation (EU) 2018/858 [34] on
the approval and market surveillance of motor vehicles,
and amending Regulation (EU) 2019/2144 [35] on type-
approval requirement for motor vehicles as regards their
general safety and the protection of vehicle occupants
and vulnerable road users. It is important to note that
specific requirements for ADAS and ADS are further
developed through delegated and implementing acts.
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Those acts must be amended to ensure that they incor-
porate the mandatory requirements for high-risk Al
systems, when adopting any relevant delegated or imple-
menting act on the basis of those acts.

2.3 Safety components with Al in AVs

In order to be subject to possible future requirements
under a Commission delegated act, the AI system sup-
plied or integrated in the AVs should be considered a
safety component within the meaning of the AI Act.

The concept of “safety component” is defined in Arti-
cle 3 (14) of the AI Act [33] as “a component of a product
or of an Al system which fulfils a safety function for that
product or Al system, or the failure or malfunctioning of
which endangers the health and safety of persons or prop-
erty”. 'This general definition does not necessarily over-
laps with sector-specific definitions of safety components
of products covered by Union harmonisation legisla-
tion. Particularly relevant is the new Machinery Regula-
tion (EU) 2023/1230 [36], in which the concept of safety
component explicitly specifies that the component “is
not necessary in order for that product to function or for
which normal components may be substituted in order for
that product to function". Then, an indicative list of safety
components is provided in Annex II, including presence
detectors of persons, monitoring devices, emergency
stop devices, two hand control devices, among others.
Another example is Directive 2014/33/EU [37] relating to
lifts and safety components for lifts, which also includes
a list of safety components well aligned with the idea of
“not necessary for the product to function’, such as locking
landing doors devices, fall prevention devices, overspeed
limitation devices, etc.

As stated in [7, 38], given the inherently high-risk
nature of AVs (capable of causing serious physical harm
or death, as well as property damage), it is arguably quite
intuitive to qualify AI systems of all the operational lay-
ers of AVs as safety components. All functions addressed
by the different operational layers fulfil a safety func-
tion that may endanger the health or safety of persons or
property in case of malfunction. The point is that, at the
same time, these functions are essential for “the product
to function". We can identify some components that are
not necessary for the overall functioning of the system,
such as comfort functions, infotainment applications, or
vehicle warnings. However, these functions are not safety
relevant either. In other words, virtually all components
of AVs that are safety relevant are also relevant to the
overall functioning of the system. Therefore, the con-
ventional definition of safety component given in con-
texts such as machinery or lifts may not be applicable to
AVs. In any case, considering that an average passenger
car contains more than 30,000 parts, among which there
will be a wide variety of Al systems for different functions
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(with a tendency to increase), at some point it should be
clearly defined which Al systems used in which specific
context can be considered as safety components within
the meaning of the AI Act.

3 Vehicle regulations and standards

3.1 Ex-ante requirements and testing

The product development process of any given system,
including ADAS and ADS, is typically based on the
V-model of product development (e.g., ISO 26262). Over
the course of the development of a system, the degree of
abstraction of the system properties first decreases (in
the left branch for development) and then increases again
(in the right branch for verification). At the same time,
the objective shifts from questions of system design (left
branch) to validation of the intended system character-
istics (right branch). Requirements from vehicle tech-
nical regulations or standards and guidelines can also
be placed in this scheme, giving vehicle safety bodies a
chance to directly influence the development process
[39].

External requirements can come from various sources,
most prominently the type-approval requirements, and
independent car assessment programs such as the Euro-
pean New Car Assessment Program (Euro NCAP) [40].
Euro NCAP procures and tests market-available vehicles
(compliant with type-approval requirements), compar-
ing performance via standardized procedures. As these
procedures are communicated in advance, manufacturers
can integrate anticipated test results into their product
development cycles.

All vehicles registered in Europe adhere to the EU
Type Approval Directive 2007/46/EC [41] or the EU
Type Approval Regulation (EU) 2018/858 [34], includ-
ing amendments like the General Safety Regulations
(GSR) Regulation (EC) No. 2019/2144 [35]. However,
these revised directives and regulations do not specify
technical requirements but refer to delegated or imple-
menting acts of the European Commission (e.g., Imple-
menting Regulation (EU) 2022/1426 regarding ADS or
fully automated vehicles [42]) or designated UN regula-
tions (e.g., UN Regulation No 157 on Automated Lane
Keeping Systems [43]). These are preferred as they allow
global harmonization of the requirements. The amended
documents list mandatory or optional requirements for
vehicle type approval. Thus, UN regulations increasingly
impact ADAS and ADS. In fact, ADS can serve as an
example of optional regulations (so-called "if fitted" reg-
ulations). The framework regulation also allows exemp-
tions for new technologies or concepts (see Art. 39 in
[34]), enabling deviation from defined requirements to
foster innovation, given that road safety and environmen-
tal protection are not compromised.
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It is important to highlight the difference between con-
ventional and new regulatory approaches. Conventional
regulations typically set implicit requirements, encom-
passing a test procedure with few conditions and defin-
ing pass criteria solely for those conditions. Conversely,
newer regulations, particularly for ADAS and ADS (see
[42]), define requirements across a range of operating
conditions without limiting potential test cases. They also
involve "market surveillance” processes that allow regu-
lators, namely the European Commission and Member
States, to retest production vehicles against these broad
requirements. Therefore, vehicle manufacturers are
required to design robust systems capable of functioning
under a variety of circumstances.

Conventional testing for ADAS and ADS employs vari-
ous methods contingent on the test objective, such as
the system functionality to be evaluated and the devel-
opment status. The methods typically define the general
procedure, tools (e.g., artificial target objects, measure-
ment and control devices, suitable environment), pro-
cedures for deriving characteristic values from collected
data (e.g., calculation of speed reduction in an emergency
braking system), and often include an evaluation stan-
dard for deriving a test result from the characteristic val-
ues (e.g., weighting table depending on test speed in Euro
NCAP emergency braking assistance tests) or reference
to such (e.g., referencing requirements of UN Regulation
no. 152 [44]). If assessment standards are specified, they
can be interpreted as implicit requirements for the cor-
responding system.

Advance testing procedures, e.g., for evaluating ADAS
with environment perception or ADS, require generat-
ing relevant application situation for each system. As
public road testing is often unfeasible, equivalent situa-
tions must be created in a test environment. In the case
of tests for emergency reactions of ADS, for example,
this requires objects that represent stationary or moving
vehicles. Distinguishing features of test procedures may
include the type of these target objects, their motion sys-
tems, or the degree of virtualization.

Test procedures for ADAS and ADS primarly involve
position measurement, position control with driving
robots (e.g., automated vehicles control their position by
themselves) and movable targets. The state-of-the art for
position measurement are inertial systems with stabiliza-
tion by differential GNSS (e.g., GPS, GLONASS), capable
of measuring vehicle position with 1 cm accuracy. Deriv-
ative and angular accuracy are also reasonably accurate.

For ADAS or ADS that require driver input, the "driv-
ing robot systems" can manipulate the controls. These
systems can perform open-loop input into the controls
and control vehicle movement to follow pre-programmed
trajectories. Regarding target systems, it is common to
use dummies emulating cars, bicycles, motorcycles or
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pedestrians for ADAS or ADS testing. These targets,
standardized per ISO 19206, are typically propelled by
self-driving, overrunable robot platforms.

However, there are significant limitations in cur-
rent testing methodologies for ex-ante requirements
validation. Test procedures must sufficiently represent
or simulate all necessary information for each situa-
tion, increasing the effort needed to develop and repre-
sent realistic and relevant test situations for ADAS and
ADS. It is also necessary to prove that these situations
accurately represent reality for a system response. For
instance, used objects must not only be sensor-detectable
but also representative of vehicles, pedestrians, or other
real traffic road users. Without this proof, despite excel-
lent functional and safety evaluations under artificial
conditions, little safety progress is achieved in real road
traffic.

The same issue applies to the selection of test scenarios
[45]. As the number of sensors and parameters involved
in the operation of ADAS and ADS increases, the effort
to define scenarios, execute tests, and prove field rel-
evance escalates, especially for predictive systems based
on agent behavior modeling [46]. On the other hand, it
would still be possible to fine-tune the systems to react
to standardized targets, but not to, for example, pedestri-
ans with different clothing and appearance. The primary
challenge is verifying that ADAS and ADS function only
on test tracks under optimal conditions, but also in real-
istic environments and with parameters outside the test
cycles.

3.2 Post-market monitoring

Market surveillance mechanisms, such as those defined
by EU Regulation 2018/858 [34], ensure that motor vehi-
cles and components on the market comply with laws,
regulations, and safety and health requirements. The
European Commission participates in these activities,
verifying vehicles’ emissions and safety compliance, and
collaborating with national authorities for information
exchange and peer review of technical actors [47]. While
the requirements for market surveillance match those of
ex-ante type-approval procedures, the testing method-
ologies may differ considerably.

Another interesting tool recently integrated in the
Implementing Regulation (EU) 2022/1426 [42] is the
"In-Service Monitoring and Reporting” (ISMR), which
addresses in-service safety of ADS post-market (i.e.,
operational experience feedback loop). It is primarily
based on in-service data collection to assess whether the
ADS continues to be safe when operated on the road and
identify safety risks [48].

The AI Act [49] also outlines several post-market
actions, including market surveillance, human oversight
and monitoring (as a requirement), and post-market
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monitoring. Post-market monitoring involves all activi-
ties carried out by providers of Al systems to collect and
review experience gained from the use of Al systems to
identify any need to immediately apply corrective or pre-
ventive actions. This idea is well aligned with the ISMR
concept.

3.3 Crash investigation

Despite diligent design, planning, and safety regulations,
accidents occur. Investigations into root causes identify
and address contributing factors to prevent recurrence
and/or mitigate negative outcomes. The investigation
depth varies, ranging from counting crashes in a time-
frame to detailed examinations of involved parties and
vehicle operation assumptions. Collisions typically
involve a mix of human, machine or system, and environ-
mental factors. When AVs are involved in an accident,
investigators must establish the required investigation
depth. The need of police officers often end once they file
a report recording scene, damage, interviews, and traffic
law violations. These facts might be contributing factors
but at this point, they represent basic background infor-
mation for examining how an automated system may
have failed. Collecting facts and assembling a chronology
of events leads to a causal chain establishment. However,
"probable cause" determination for crash investigations is
not the same as for criminal prosecutions, which require
"facts beyond a reasonable doubt".

The investigation depth is a balance between avail-
able resources and required information. All investiga-
tions involve fact collection, analysis of how facts fit
together, and proceeding forward with new understand-
ing. The causal chain typically involves a mix of man
and machine. Various methods convey information and
establish crash causes, including the "Five M’s and E" [50],
the "Swiss Cheese Model" citeReason2006, and the "Fault
Tree Analysis" method [51]. Recorded information and
facts are often embedded in multiple vehicle devices and
other sources. The recorded data may contain a variety of
parameters, requiring manufacturer assistance to obtain
and specialized software to interpret. From the investiga-
tion and fact collection, a chronology of the accident can
be established to identify contributing factors and prob-
able cause.

With increasing numbers of vehicles with ADAS and
ADS, investigators may question how much these auto-
mated systems contributed to collisions. Factors compli-
cating this include drivers’ lack of understanding of how
ADAS/ADS work, blame shifting to the vehicle, pro-
prietary nature of ADAS/ADS designs, increased time
required for ADAS/ADS investigations and potential
investigator shortage, and lack of ADAS/ADS training for
collision investigators.
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While ADAS or ADS in ground vehicles is relatively
new, aviation automation has existed for 110 vyears,
maturing into digital system forensics. Despite design
and standard differences, the basic elements involved in
ground vehicles and aviation remain a continuous loop of
requirements, outputs, actuators, and feedback. Human
involvement extends to each of these, necessitating con-
text investigation about man and machine involvement
in each aspect, as well as potential environmental con-
tributions. Aviation has a long history of autopilot use
with occasional involvement in accidents. The two main
autopilot-related accident causes have been the human
interface and the lack of human supervision or misuse.
Two examples are the accidents of the Air France A330
flying from Rio de Janeiro to Paris in 2009 [52] (human
interface issue), and the American Airlines Flight 965 fly-
ing from Miami to Cali in 1995 [53] (human supervision
issue). Similarly, numerous accidents involving ADAS
and ADS in road vehicles have occurred when drivers
have fallen asleep or intentionally tried to let the vehicle
do more than the automation level was intended [54, 55].

Determining proportionality in an crash investigation
has no singular easy method. The process continues to
be data collection, beginning at the scene and not start-
ing analysis until factual elements are fully collected.
The challenge for ADAS and ADS investigation is that
there may be substantially more data to pursue and more
unforeseen aspects to learn about, some of which may be
proprietary and difficult to obtain.

4 Cybersecurity audits for Al components

Cybersecurity standards have been established for motor
vehicles [56], with ADS introducing an additional layer
of complexity due to Al components. Existing standards
may not necessarily apply to Al [57], which has been
shown to introduce security vulnerabilities, impacting
any system relying on or incorporating Al components.
We consider a security vulnerability as the potential for
malicious activity that alters the behaviour [58-61] or
leaks data [62—65] from an Al component, designed for a

CHER -

(2025) 17:38

Page 8 of 26

specific task. To prevent attacks on critical infrastructure,
like AVs, we propose an Al security audit structure for
standardized assessment of system security against spe-
cific threats or resistance to information leakage.

Before discussing an audit structure, we need a risk
assessment of likely threat occurrence. We propose four
levels of Al security research concreteness. The first level
describes theoretical research independent of the appli-
cation or ADAS/ADS, and the fourth level describes a
vulnerability exploited in practice. From this perspective,
we review three relevant security threats associated with
Al components in ADS: evasion, poisoning, privacy and
IP. Other cybersecurity risks independent of the AI com-
ponents will not be discussed here. For an overview, we
refer to [66].

4.1 Security threats

This section primarily focuses on classification, vision
and LiDAR tasks, due to readily available works in the
area and the direct exposure of perception modules to
the outside world, potentially increasing vulnerability. In
discussing practicality of studying threats, we propose
four levels of concreteness related to ADAS and ADS
threats (see Fig. 3):

+ I A vulnerability demonstrated on an Al algorithm
used in an AV on a non-vehicle related task (e.g. face
detection).

+ II A vulnerability demonstrated on an Al algorithm
used in an AV on a relevant task (e.g. image
segmentation or traffic sign classification).

+ I A vulnerability demonstrated on an Al algorithm
used in an AV on a relevant task, with experiments
showing that the vulnerability is presence in a vehicle
or similar testbed.

+ IV A reported vulnerability affecting an on-road AV.

While concreteness increases towards real-world threats,
a vulnerability can directly occur at level III or IV with-
out being observed at lower levels first. Studying a

I v

Fig. 3 Four levels of concreteness in Al component AV security. |, a vulnerability is known to exist for an Al. II, a vulnerability is shown for an Al that is
potentially used in cars. Ill, the vulnerability has been shown on a testbed, or on a car in a safe environment (e.g,, driver is aware of the test). IV, the exploit

has been used on a car on the road
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vulnerability at level I is not a prerequisite for its occur-
rence at concreteness I, III, or IV.

It is also relevant to distinguish between adversarial
and benign accuracy when considering AI component
vulnerability in AVs. Both are based on accuracy, mea-
sured on a specific dataset called the test set, while the
Al is optimized on a separate dataset, the training data.
Adversarial accuracy is the accuracy when an attacker
targets the system to decrease performance using a
vulnerability by altering training or test data, or both.
Benign accuracy is the accuracy when no attacker is
present, though performance decreases may still occur,
for example, when test and training data differ. This may
happen when a car is released for production and oper-
ated in real-world traffic as opposed to recorded scenes,
where unknown weather conditions may occur, or unan-
ticipated car behaviour may be observed.

4.1.1 Evading AVs

In evasion attacks, an attacker alters inputs at test
time. These modified inputs may appear as one class to
a human observer but get misclassified by the model
despite otherwise good performance. For example, a traf-
fic sign recognition algorithm might misclassify a manip-
ulated “stop sign” image as a “yield sign” assignment [67].
Such manipulations can be achieved through classifier-
specific graffiti [67] or subtle changes to the image [68]
or sign shape [67, 69]. Evasion is a vulnerability that can
occur at deployment or during testing stages and exists
across all types of classifiers [70] and input data or tasks
[67, 69, 71], often referred to as adversarial examples.

Table 1 Selection of evasion attacks on AVs with different levels
of concreteness as depicted in Fig. 3

Ref. Target Target Concreteness Description
component sensor

[67] Downstream Camera I Grafiti leading
to wrong
classification

[69] Downstream LiDAR I Adds objection
to hide object

[72] End-to-end Camera I Adding lines
on street lead
to wrong steer-
ing output

[71] Planner Motion I Alter move-

SEensors ment feedback

causes wrong
trajectory

[61] Downstream Camera Il Perturbing
traffic signs

[74]  Unknown Camera -1V 2 reported be-

nign incidents
Tesla crashes
with truck,
cause probably
benign

[73]  Unknown Unknown Y
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AV-specific evasion attacks can target visual sensors [67]
or other sensors like LIDAR [69]. They can also directly
target the vehicle’s planner or affect end-to-end driving
by adding shadows or lines on the road [72]. Most attacks
proposed on AVs focus on one component and do not
trigger complex behaviours. We attempt to give a concise
overview of suggested attacks in Table 1. Real-world inci-
dents with vision systems [73, 74] are generally assumed
to be benign incidents, not attacks by a malicious entity.

Many Al engineers and practitioners consider evasion
or adversarial examples more of a performance issue
than a security problem [74]. Traditional security vulner-
abilities (i.e., non-Al related) seem to be more prevalent
in practice [74]. However, defence and forensics against
evasion attacks remain challenging, making it essen-
tial to avoid situations where such attacks do not lead to
penalties.

Defending against evasion is complex as adversarial
examples are inherent to the AI functionality [75], not
a bug. While numerous defences have been introduced,
many provide a false sense of security [76] as they pre-
vent specific attacks rather than general adversarial
examples. Current standards include adversarial training
and formal verification [77] for small critical applications
to obtain a safe network. Both approaches must be car-
ried out during development or before deployment by
the model provider. However, integrating vulnerability
fixes upfront is always preferred over ad-hoc solutions
post-design.

4.1.2 Poisoning of AVs

In contrast to the latter backdoor attacks, there are few
poisoning attacks on systems used in AVs. The reason
for this inherent complexity of poisoning attacks is that,
in contrast to for example evasion attacks (that derive a
change against a static, deployed Al), poisoning attacks
aim to make the AI deviate in a malicious way during
training, where the Al is still dynamically adapting to the
data [78]. Some works exist on deep learning [78, 79],
where [79] tackle traffic sign recognition as used in AVs.
However, also the path finding of the vehicle can be poi-
soned to only find a sub-optimal route [80].

In poisoning attacks, an attacker alters training data,
which affects test time performance. They can degrade
data quality [79] or install a backdoor, causing the model
to misclassify inputs when a specific pattern or trigger
is present [58]. These attacks are particularly severe as
affected models perform well as long as the trigger is not
present [58, 81].

Despite the complexity when compared with evasion,
there are several examples. Some works exist on per-
ception [78, 79] and planning [80] operational layers.
However, backdoor attacks are easier to implement by
controlling part of the training data [78]. They have been
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tested on vision models [58], image segmentation [82],
LiDAR sensors [59, 60], and even on traffic congestion
control systems [81]. Most of these attacks focus on ADS
but do not target real cars, as we show in Table 2. There
are no known incidents of poisoning attacks from media
or prior research.

When discussing real-world attack impacts, we must
differentiate between poisoning and backdoor attacks
[74]. Poisoning attacks significantly affect model perfor-
mance, making it unlikely that a poisoned model ends
up in production. However, backdoors represent a more

Table 2 Selection of poisoning/backdooring attacks on Al

components of AVs with their concreteness

Ref. Target
component

Backdoor? Concreteness De-
scrip-
tion

Target
sensor

Camera Il Re-
duce
accu-
racy of
traffic
sign
recog-
nition

Camera v Il Mis-
clas-
sify
traffic
signs
with
trigger

[59, Downstream LiDAR v Il Add

60] trig-
ger to
miss-
clas-
sify
object

Position Il Poi-
son-
ing for
sub-
opti-
mal
route
choice

Position v Il Add
trig-
ger to
cause
traffic
jam

Leads

to

wrong
lane
detec-
tion
output

[79] Downstream

[58] Downstream

[80] Planner

[81] Traffic control

[B2I* Downstream Camera v Il

* tested on a small testbed vehicle

(2025) 17:38
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severe vulnerability, as the high benign accuracy and
unknown triggers make the attack easy to overlook.

Defending against poisoning is somewhat under-
stood, with known trade-offs linking attack strength with
detectability by the defender [83]. However, defending
against backdoors remains an open problem for differ-
ent modalities [84, 85]. In relation to audits, two differ-
ent approaches exist: preventing a backdoor from being
embedded in the network during training [?], and iden-
tifying whether a network is backdoored post-training
[86]. Both attacks stem from the data collection stage,
allowing for countermeasures like data cleaning before
training or Al protection during training [86]. Fixing vul-
nerabilities should be part of a system design approach
taken upfront, not done in an ad-hoc manner.

4.1.3 Attacks on privacy and IP in AVs

Privacy concerns in AVs generally arise in the context of
data leakage from an AI model [63]. Depending on the
data used for training (e.g., real world crashes investi-
gations), data leakage might have privacy implications.
It is currently unclear whether video sequences can be
retrieved from a model in sufficient detail. A more sig-
nificant concern is when data from different users is
combined to train a new Al e.g, to improve AV usabil-
ity based on individual cars. This has been shown to be
vulnerable to attribute inference [87] or to the complete
training inputs [88]. Independent of the data used, the
model can become a target of an attack where it is cop-
ied without the owner’s consent by observing input and
outputs [65] or other data flow within hardware compo-
nents [64]. Privacy and IP threats almost uniquely occur
during deployment but are caused by design choices early
in the development of the AV and its components. While
there is a large body of work about privacy in AVs in gen-
eral [89], few works investigate either privacy attacks or
data protection, or IP attacks/protection related to Als
deployed within cars. An exception is a study that shows
that some AI components can be stolen when observ-
ing data flow in the Peripheral Component Interconnect
(PCI) bus present in AVs [64].

Given the surge in privacy-related legislation, privacy
attacks are a threat. Although there are reports about
privacy being leaked by companies' 2 or AI companies,’
there are no reports yet about data protection failures or
private data directly leaked from AVs. Analogously, there
are no reports about stolen models from AVs.

Uhttps://www.smh.com.au/property/news/wake-up-call-for-real-estate.

2https://www.bleepingcomputer.com/news/security/vodafone-italy-disclose
s-data-breach.

3 https://www.pcmag.com/news/report-ai-company-leaks-over-25m-medic
al-records.


https://www.smh.com.au/property/news/wake-up-call-for-real-estate-agencies-harcourts-hit-by-data-breach-20221103-p5bvaq.html
https://www.bleepingcomputer.com/news/security/vodafone-italy-discloses-data-breach-after-reseller-hacked/
https://www.bleepingcomputer.com/news/security/vodafone-italy-discloses-data-breach-after-reseller-hacked/
https://www.pcmag.com/news/report-ai-company-leaks-over-25m-medical-records
https://www.pcmag.com/news/report-ai-company-leaks-over-25m-medical-records

Fernandez Llorca et al. European Transport Research Review

In the case of these attacks, we need to differentiate
between the loss of IP and insensitive training data, and
the car user’s privacy. One is considered the company’s
responsibility and need not be audited in a security audit
by a third party unless desired by the audited party.
Whenever the users’ privacy might be at stake, the model
needs to be audited thoroughly.

Neither privacy nor IP protection is well understood or
investigated [62, 88] for Al modules in AVs. Techniques
like differential privacy or data noising can alleviate some
threats [62]. A recent line of work finds that Bayesian
methods provide differential privacy by default [90, 91],
and should be used in sensitive settings. In general, the
loss of sensitive information can be restricted by pro-
viding less information to the attacker, for example, by
restricting the number of queries that can be made per
time unit or the kind of information released (e.g., less
numerical precision).

4.2 Testing and auditing
Given the diverse vulnerabilities discussed, the need and
utility for audits vary. In the case of evasion, an audit is
useful as it evaluates the model’s benign accuracy. Add-
ing these tests enables easy later extension against eva-
sion attacks, and auditing benign accuracy indirectly tests
for poisoning. Any production model should be audited
against existing backdoors. As for privacy, the AV must
be audited to prevent leakage of potential users’ sensitive
information. Lastly, audits related to IP leakage can be
made optional, depending on the model owner’s wishes,
and need not be conducted by a third party.

We suggest high-level audit criteria for all vulnerabili-
ties, which include:

+ Validating the design of the model.

+ Testing the robustness of the model within the
system.

+ Testing the soundness of potential defence measures
within the system.

The first point refers to the correct usage of data, which
steps (or defences) are implemented and why, and which
methods are chosen. This is particularly relevant con-
cerning privacy or when methods with formal guarantees
are relied on. The audit then needs to assess if the formal
criteria match the application and make sense within the
larger system under consideration. The second and third
points are empirical and assess the model’s performance
via tests. The third point is added for completeness in
cases like evasion and might become relevant later if
more attacks occur in practice. For other cases, like
backdoors, it is already relevant. In the case of privacy, it
might also be necessary to empirically validate a defence
that does not provide enough formal guarantees.

(2025) 17:38

Page 11 of 26

4.2.1 Prerequisite for a cybersecurity audit

In a nutshell, a cybersecurity audit should assess the
model’s robustness using an appropriate attack (evasion)
or assessment (backdoors, privacy). This raises the ques-
tion of good attacks and assessments, which generally
differ in their threat model and complexity, encompass-
ing access to the model, expected changes by the attacker
(norms), and the complexity of the evaluation.

o Model access: whether the attack uses insider
knowledge about this model (white-box) or not
(black-box). White-box attacks are considered a
worst-case scenario and are stronger than black-box
attacks. However, they can also give a false sense of
security when not properly tailored for the model. In
AVs, we can likely assume that the AI components
will be proprietary and thus black-box for an attacker
(unless there is an IP breach). For audits, white-box
access must be given to study a worst-case attacker,
which requires the audit to be performed by a
trustworthy, independent third party that is provided
confidential access to the model.

+ Norms: how an attacker may alter a sample reaching
the AI component. To measure the change added to
a sample, distance or similarity measures are often
used. The most basic functions are called L, norms,
where p denotes the type of alteration captured by
this specific norm. For instance, the Ly-norm results
in sparse, graffiti like alterations, whereas the Lo,
-norm creates minor changes in an image. While
much of the research focuses on these norms for
vision, other norms that mimic human perception
[92] can also be utilized. For LiDAR sensors,
different norms that focus on adding a consistent
object are required [69]. The norm needs to be
chosen consistently with the task and robustness
requirements. However, there is no scientific
consensus on a norm-based threat model for
autonomous cars that would help determine which
norms or similarities can be used for an evaluation.

o Audit complexity: the average expected run-time of
the evaluation. Complete search of vulnerability is
possible [77], but not practical. When choosing a
method for auditing, a trade-off between run-time
and expected success rate to identify a vulnerability
or data leak needs careful consideration. Any
corresponding choices should be well documented.

Developing new evasion attacks is an active area of
research [93]. Complex attacks are often preferred as they
are more likely to find a malicious sample. An important
distinction when auditing evasion is whether targeted
(e.g., image should be classified as ‘yield’) or untar-
geted (e.g., output should not be ‘stop sign’) attacks are
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audited. Targeted attacks, while providing greater insight
into model analysis and posing higher potential harm in
autonomous driving, are more challenging to execute due
to their requirement for proprietary access. They are also
less transferable to unseen models. Therefore, both tar-
geted and untargeted attacks should be incorporated in
audits and robustness tests.

On the other hand, developing detection methods that
provide security on whether a network is backdoored is
an open research question [86]. We suggest testing sev-
eral different state-of-the-art approaches in terms of heu-
ristics and assumptions. Similarly, there is no conclusive
result on how to detect or prevent privacy leakage from
a model [62]. We suggest testing attacks introduced in
research to get an estimate of existing vulnerability to
inference.

4.2.2 Implementing cybersecurity audits

Implementing audits for a set of attacks or defences
necessitates the use of specific libraries and tools, many
of which focus on image classification. Table 3 provides
an overview of these, including supported frameworks
and their number of implemented attacks and defences.
Notably, ART, SecML, and Privacy Meter support more
diverse areas. SecML and Microsoft’s counterfit* allow
command-line robustness testing, while ART and fool-
box offer plug-in capabilities.

Proper configuration and implementation are cru-
cial for evaluation. In [101] the authors offer guidance
on preventing evasion attack failures, addressing cases
where models are vulnerable yet unsuited for attack-opti-
mization. However, there is no equivalent work regard-
ing privacy inference attacks or backdoor detection
failures. Audit results can also be compared with public
benchmarks like the Robust Bench for evasion on vision
models® or BackdoorBench [99]. As before, there is a sig-
nificant lack of benchmarks for non-vision tasks or other
vulnerabilities.

4.2.3 A cybersecurity audit for a system composed by several
Al components

While auditing individual AI components provides
insights into their vulnerabilities, it does not guarantee
an accurate approximation of the system’s overall vul-
nerabilities. There is limited research on auditing a sys-
tem comprising multiple AI components. A possible
approach, inspired by the V-model from 1SO26262 [102]
software testing, involves testing each model in isolation
before integrating and testing subsequent systems. Alter-
natively, testing the entire system end-to-end is suggested

“https://github.com/Azure/counterfit/tree/main/docs/source.

®https://robustbench.github.io/
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[72], with individual components only investigated upon
system failure [103].

4.2.4 Cybersecurity audit reports for Al components in AVs
The output of AI components’ cybersecurity audits in
AVs should mirror a detailed defence evaluation [76].
This includes a rationale for chosen attacks/assessments,
their parameters, and norms; benign and attack accura-
cies or assessment performance with associated hyper-
parameters; results of basic sanity checks; and the AV
components involved in the test. Evasion sanity checks,
as in [76], involve increasing attack perturbation leading
to a rise in attack success rate, as well as substantial per-
turbation reducing model accuracy to random guessing
levels. However, similar guidelines for backdoor testing
or privacy assessments are currently unavailable. Privacy
attack tests, though theoretically possible with overfitting
leading to higher inference accuracy [62], are often unat-
tainable due to the unavailability of the model owner’s
training data.

Audits should be conducted before Al model deploy-
ment and repeated upon significant model updates or
advancements in attack techniques. To prevent model
providers from tuning models to audit challenges, audit
tests should not become public. Attacks can aid in devel-
oping robust models if applied during training and evalu-
ation by ML engineers or specialized teams (e.g., Al red
team). However, as stated above, to prevent overfitting
to a specific attack, the audit must employ tests not used
during training.

4.3 Challenges and Research Gaps
Our limited understanding of Al security threats presents
challenges in auditing AI components, especially within
complex systems like AVs. The discrepancy between
theory and practice is evident in the wealth of academic
work versus the scarcity of real-world incidents, resulting
in a lack of realistic threat models. This hampers our abil-
ity to test relevant attacks and understand the effects an
attack might have on an individual AI component within
a larger system such as an AV. This is amplified by the
limited experience in auditing standalone Al systems.

Models are often optimized to pass audits, leading
to ‘gaming’ the audit rather than ensuring robustness.
Given the limited number of attacks available in librar-
ies (Table 3), this is a pressing concern. The re-imple-
mentation of attacks from scientific works can introduce
potential errors and inaccurate robustness assessments.
This problem is amplified for non-vision based AV
modules, such as LiDAR-based, with fewer existing
implementations.

While evasion attacks are most commonly imple-
mented, followed by poisoning and IP/privacy attacks,
our understanding of securing models against all these
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attacks remains shallow. The possibility of undetectable
attacks creates a penalty-free zone for attackers, particu-
larly when there is no significant misbehaviour.

In terms of privacy, we need focused studies assess-
ing privacy risks associated with Al components of AVs,
including sensitive training data, understanding the use
of federated learning for AVs and securing it against pri-
vacy attacks.

5 Transparency through explainability
Explainability in AV testing and validation ensures sys-
tem safety and reliability by providing an understanding
of the underlying algorithms and decision-making pro-
cesses. It enables performance evaluation in various sce-
narios and promotes transparency and accountability. As
AVs become more prevalent, explaining their behavior
and decisions to stakeholders and the public is crucial for
building trust and confidence.

5.1 Explainability in AVs

In the following we provide a high-level description of the
operational layers described in Sect. 1 a review of previ-
ous work on explainability in each operation. In [7], some
of the most relevant barriers and questions for explain-
ability are identified for some of these operational layers.

Localisation: it is critical for the safe operation of AVs
[104]. The complexity of scenarios as well as weather
and traffic conditions can affect the accuracy of localisa-
tion and thereby also have an impact on the planning and
decision making of a vehicle. Embedding a form of esti-
mation of performance and confidence in the odometry
and localisation pipelines can improve their robustness
and prevent critical failures [105, 106].

As safety is often considered as the most important
design requirement, one of the goals of localisation is to
ensure that the AV is aware whether it is within its lane
[107]. Hence, providing information about the vehicle
location over time including justifications as explanations
can be crucial to both exposing error rates and prevent-
ing collisions. Such explanations and/or alerts might be
given through specialised user interfaces, e.g., a special
dashboard or mobile application as shown in [108].

While there seems to be less research related to
explainable localisation, as discussed in [109], explana-
tions concerning localisation can be useful for system
developers for debugging AVs because they can facilitate
positional error correction. Explanations can also provide
other stakeholders with a perception of reliability and/or
safety.

Perception: perception and scene understanding are
fundamental requirements for providing intelligible
explanations. To this end, several data-driven explanation
methods have been applied to the AV perception task. To
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train, test and validate explanation methods datasets play
a critical role.

Datasets for training machine learning approaches in
the context of AVs [110] are an important resource for
explanation generation. These datasets include different
types of annotations, e.g., handcrafted explanations [111,
112], vehicle trajectories [113], human driver behaviour
[114, 115] or anomaly identification with bounding boxes
[112, 116], that are helpful for posthoc driving behaviour
explanation. In [109], datasets have been categorised by
the sensors used for the data collection (exteroception
and proprioception), and the annotations that are useful
for developing explainable AVs. Furthermore, different
stakeholders that can potentially benefit from the expla-
nations have been identified.

Vision-based explanation methods represent an impor-
tant class of (deep learning) methods that have been
proposed. Gradient-based or backpropagation methods
are generally used for explaining convolutional neural
network models [117]. In [118, 119] the reader can find
extensive surveys on vision-based explanation methods,
from Class Activation Map (CAM) [120] and its variants
[121-124], to other methods [125-127]. Furthermore,
in [111] an approach for textual explanation generation
for AVs which was trained on the BDD-X dataset was
proposed, and in [116] the authors focused on scene
understanding and the generation of short explanation
sequences, highlighting salient objects in input images
that can potentially lead to hazards.

As for prediction, the need to understand road users’
interactions was highlighted by the authors of the
SCOUT Graph Attention Network (GAT) [12]. They pro-
posed the use of Integrated Gradients [128] technique
and visualization of learned attention. The illustrations
provided for four carefully selected scenarios showed
the importance of spatial representation of the nearest
traffic participants. The use of the learned attention as a
mechanism to generate explainable motion predictions
was also proposed for transformer-based models [129].
The explainability of motion prediction was explored by
use of conditional forecasting [130]. The authors of What
if Motion Prediction (WIMP) model [130] developed an
iterative, graphical attention approach with interpretable
geometric (actor-lane) and social (actor-actor) relation-
ships that support the injection of counterfactual geo-
metric targets and social contexts. The proposed method
supports the study of hypothetical or unlikely scenarios,
so-called counterfactuals. In [13], the authors proposed
an intention prediction layer that can be attached to any
multi-modal motion prediction model, to enhance the
interpretability of the outputs. The effectiveness of this
approach was assessed through a survey that explores
different elements in the visualisation of the multi-modal
trajectories and intentions. Recently, in [14], the authors
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propose the use of several explainability techniques inte-
grated in a heterogeneous graph neural network model.
The explainability analysis contributed to a better under-
standing of the relationships between dynamic and static
elements in traffic scenarios, facilitating the interpreta-
tion of the results, as well as the correction of possible
errors in motion prediction models.

Planning: in Al planning and scheduling, a sequence
of actions is devised for an AV to complete a task, which
helps in decision-making within the environmental
dynamics [131]. However, without explanations, the gen-
erated behaviour may confuse end-users. Explainable
planning can enhance user experiences [109, 132], for
instance, by translating agent’s plans into comprehen-
sible formats and designing user interfaces that reinforce
understanding [133]. Relevant works like XAI-PLAN
[134], WHY-PLAN [135], refinement-based planning
(RBP) [136], plan explicability and predictability [137],
and plan explanation for model reconciliation [138, 139]
can provide frameworks for explainable planning in AVs.

Control: in relation to vehicle control, current ADAS
interfaces now display rich digital maps [140], vehicle
position, and track related attributes ahead or around
the vehicle which can be considered as explanations.
As discussed in [109], stakeholders might be interested
in demanding further explanations when the AV makes
low-level decisions different from their expectations.

Human-Vehicle Interaction: besides existing in-vehicle
visual interfaces like mixed reality (MR) visualization
[141] and reconfigurable dashboard panels [142], inter-
faces facilitating information exchange via voice, text,
visual, gesture, or a combination of these modalities are
essential. Human-vehicle interaction (HVI) plays a signif-
icant role in explaining AVs behaviours, and its relation-
ship to explanations is discussed further in subsequent
sections.

System Management: Event data recorders (EDRs)
in vehicles log accident-related information, aiding in
post-accident fault analysis [143]. Mandatory in US pas-
senger vehicles since 2014, the National Transporta-
tion Safety Board (NTSB) recently highlighted the need
for improved EDR requirements for ADS after the Tesla
crash case in 2018 [144]. As AVs proliferate, distinguish-
ing between human driver errors and AV errors, which
could stem from poor design or defects [145, 146], is
essential. These distinctions need to be clearly expressed
in explanations. The current challenge of properly attrib-
uting faults to the correct traffic participant stems from
difficulties in identifying and evaluating the precise cause
of an accident [147].

The National Highway Traffic Safety Administration
(NHTSA) urges industry and standard bodies to develop
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uniform data recording and sharing approaches® Exist-
ing inability of EDRs to provide sufficient data for crash
reconstruction and liability analysis calls for solutions
that can record a satisfactory number of parameters for
vehicle behaviour reconstruction and explanation provi-
sion [148]. Proposed solutions include blockchain tech-
nologies [149] as well as smart [150] and robust [151]
data models. With upcoming EU legislative rules on EDR
[152] and similar regulations in China [153], the suffi-
ciency of existing data storage facilities for AVs is under
scrutiny. Efficient storage space management and well-
defined data packages are necessary for event explanation
purposes. These EDR advancements are crucial for devel-
oping accident explanation techniques, highlighting the
under-explored area of explainable EDRs.

5.2 From AV sensor data to explanations

5.2.1 AVdatarecorders

AVs generate vast amounts of data, the recording, access,
analysis, and usage of which can have significant techni-
cal, ethical, social, and legal implications [154]. A data
recording device or Black Box (BB) can enhance safety,
accountability, and trust in AVs by allowing accident
investigation, logging system parameters, and recon-
structing incident timelines respectively. The UNECE
GRVA has proposed regulatory provisions for AV-spe-
cific data recorders, the Event Data Recorder (EDR) and
the Data Storage System (DSSAV). The EDR collects
information on the vehicle’s behaviour and crash severity
when a specific triggering event occurs (e.g. airbag acti-
vation). The DSSAV by contrast is “always on” and col-
lects information on interactions between the driver and
the system. However, these may not provide sufficient or
appropriate data for practical and legal investigations,
particularly in collisions or near-miss events with VRUs
incidents. The ITU Focus Group on Al for Autonomous
and Assisted Driving (FG-AI4AD)’ is assessing pub-
lic expectations for self-driving software post-collision
behaviour, though potential ethical risks and legal impli-
cations may provoke resistance towards AV data record-
ing. A Responsible Innovation (RI) approach, involving
societal benefit, anticipatory governance, and stakeholder
inclusion considerations, can mitigate negative outcomes
from inadequate data logging. The impact and challenges
of Rl in practice are discussed in [154].

5.2.2 Generating explanations: automated commentary
driving

Automated explanation generation in AVs is inspired
by commentary driving, where drivers verbalize their

6See relevant documents here: https://www.nhtsa.gov/fmvss/event-data-rec
orders-edrs.

7https://www.itw.int/en/ITU-T/focusgroups/ai4ad/Pages/default.aspx.
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observations, assessments, and intentions, enhancing
their understanding and awareness of their surround-
ings. Automated driving commentary can offer under-
standable explanations of driving actions, assisting
drivers in challenging and safety-critical scenarios. A
field study conducted in [155] involved a research vehicle
deployed in an urban environment to collect sensor data
and driving commentary from an instructor. The analy-
sis revealed an explanation style involving observations,
plans, general remarks, and counterfactual comments.
Using a transparent tree-based approach (see Fig. 4), they
generated factual and counterfactual natural language
explanations, with longitudinal actions (e.g., stop and
move) deemed more intelligible and plausible than lat-
eral actions by human judges. The study proposes ways to
enhance robustness and effectiveness of explainability for
ADAS and ADS.

5.3 Challenges and research gaps

Despite recent and ongoing advances in the general field
of explainable AI (XAI), there are a considerable number
of limitations [156] including reliability and robustness,
lack of a standard evaluation framework and potential
increase of automation bias. XAI is a valuable tool, but
further research is needed. In the following, we summa-
rize the main challenges for AVs.

5.3.1 Explaining the right thing, in the right way, at the right
time for the right reason

Determining what, how, when, and why to explain are
crucial considerations for explainer system design-
ers. These challenges, lacking trivial or unique solu-
tions, complicate the evaluation and comparison of
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system-generated explanations. Hence, it is unclear how
regulators would determine the minimal requirements
for an explainer system. The explanation’s level of detail
or fidelity depends on the application domain and stake-
holder, with different groups requiring varied explana-
tion types. For instance, accident investigators require
more technical details than end-users. The manner and
timing of explanations are also essential, with human fac-
tors playing a significant role. Some explanations aim to
enhance understanding and trust, while others might be
safety-critical. Ideally, explainer systems should adjust to
the varying needs and requirements of the domain and
stakeholders. This challenge calls for research into new
algorithmic methods for generating effective explana-
tions from AV sensor data and plans, clear standards or
regulations on what and why AVs should explain (e.g., see
[157]), and further human factors research to optimize
explanation provision.

5.3.2 Explaining the unknown unknowns

AVs operating in open-ended environments will face
unfamiliar situations or edge cases, potentially making
it challenging to generate appropriate explanations. For
instance, an AV may encounter an unclassifiable new
type of road user, making explanations based on incor-
rect interpretations potentially misleading for stake-
holders. To tackle this, AVs require meta-cognition or
reasoning capabilities to assess if any functionality is
compromised or uncertain. This necessitates new meta-
reasoning methods and techniques for explaining this
new type of inference to stakeholders.

Q
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Fig. 4 From commentary driving, requirements for explanations were gathered to inform the design of factual and counterfactual explanation algo-
rithms. The algorithms receive input data from the different autonomous driving operations, provide a structured representation, and generate intel-

ligible explanations to an end-user
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5.3.3 Explaining opaque Al models

Deep learning methods have significantly advanced the
field of computer vision and are now fundamental in
many applications, including AVs. Despite their high-
performance, they lack interpretability and explain-
ability due to their size, structure, and parameter count.
Progress in XAI has driven research to make neural net-
works understandable, with many approaches focusing
on vision-based explanations using attention. Although
useful for building an intuitive understanding of other-
wise opaque Al models, these explanations have limited
explanatory power. Therefore, new approaches that can
provide robust causal explanations are required.

6 Robustness and Fairness in AVs

This section examines the safety and ethical behaviour of
AVs. We will discuss potential evaluation protocols and
metrics for assessing predictive system robustness, and
summarise the problem of fairness in AVs from the per-
spectives of perception and decision-making.

6.1 Evaluating Predictive System Robustness in AVs

As ADAS and ADS increase in complexity, conventional
testing struggles to address all safety areas due to the vast
array of safety-related systems and potential scenarios.
The prediction pillar of the perception operational layer
is crucial in forecasting agent-agent and agent-scene
interactions, with models typically representing multi-
modal paths to account for environmental uncertainty,
adding complexity to evaluation criteria [13]. Following
is an overview of the evaluation metrics used to validate
observed ground truth predictions, along with a discus-
sion on the application of robustness analysis strategies.

Unimodal metrics: they evaluate single predictions
using distance-based metrics, including Average Dis-
placement Error (ADE), Final Displacement Error (FDE),
and Heading Error. However, due to the multi-modal
nature of human behaviour, metrics should evaluate mul-
tiple plausible outputs.

Multimodal metrics: measure the likelihood of all pos-
sible futures given past observations. Common metrics
include Top-K, which samples K predictions and returns
the best prediction performance based on a distance
measure. Despite its popularity, Top-K is potentially
misleading and fails to measure the social plausibility
of all modes (e.g., the collision rate of each prediction).
The ideal metric should also be able to quantify that the
model does not generate bad trajectories Other metrics
such as Average NLL [158] and Average Mahalanobis
distance (AMD) [159] try to measure the likelihood of
ground truth and variance/certainty of predicted outputs,
respectively. The Percentage of Trajectory Usage [160] is
a promising metric that captures accuracy, improving on
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Top-K. However, developing metrics that holistically cap-
ture multimodality remains an open issue [13].

Socially-aware metrics: measure social awareness,
for example, by counting collisions in model outputs or
assessing overlap rate [13].

Scene-aware metrics: evaluate scene awareness, mea-
suring variables such as the number of off-roads, Driv-
able Area Occupancy (DAO), Drivable Area Compliance
(DAC), Scene Consistency Rate (SCR), or Oncoming
Traffic Direction (OTD) [13].

Imbalanced datasets: are common in human mobility,
with critical non-linear behaviours being rare (most of
the data is repetitive linear behaviours). Even with mil-
lions of examples, not all behaviours may be observed
in the training set. Thus, models should be evaluated on
a diverse set of interactions to assess robustness. One
approach is to categorize data by interaction type (e.g.,
static, linear, leader-follower, collision avoidance, road
following, etc.) and evaluate each category independently
[161]. Another strategy is to develop methods that auto-
matically identify realistic adversarial examples that
cause model failure.

Robustness assessment through adversarial examples:
involves identifying realistic examples that cause pre-
diction models to fail. Such examples could be specific
interactions not seen in the training data. The task is to
automatically find a realistic modification of the scene
and agents’ positions that cause prediction models to
fail. Off-road predictions, for example, indicate a failure
in the model’s scene reasoning [162]. To find real exam-
ples where the models go off-road, the space of possible
scenes should be explored either by learning generative
models that mimic the dataset distribution or by using
simple functions to transform the scene into new, realis-
tic but challenging ones. Figure 5 illustrates how a scene
can be automatically altered into a realistic example for
evaluation. We can then quantitatively report the fre-
quency of model failures in specific scenes (as shown in
Fig. 6). Lastly, we can verify the plausibility or existence
of the generated failing scenes. We can find a similar real
scene using image-retrieval techniques, given a generated
scene. Figure 7 depicts automatic retrieval of real-world
scenes where models fail without the need for data col-
lection from these scenes.

Similarly, changing agents’ positions can help identify
realistic interactions where models fail, such as predict-
ing a collision. The sensitivity of various models in differ-
ent timesteps with regard to collision avoidance can be
studied [165], which might be explained by biases in the
data or in the model structure.

Finally, while it is possible to identify agents’ social
interactions that could lead to a prediction failure,
the robustness of small, realistic perturbations to the
observed data can also be studied. For example, a model
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might accurately predict future positions without colli-
sions based on observed human trajectories. However,
introducing a small perturbation of less than 5 cm to the
observation trajectory could unexpectedly result in a col-
lision between agent predictions, indicating incomplete
social understanding by the predictors (as seen in Fig. 8).
Unlike common adversarial attacks designed for classifi-
ers [166], it is possible to design attacks for the trajectory
prediction problem, which are a multimodal regression
task. Realistic adversarial examples can be used to study
the collision avoidance behaviour of trajectory prediction
models. Specifically, we can investigate the worst-case
social behaviour of a prediction model under small input
perturbations, including various levels of ablation for
agents and scene elements [14].

6.2 Fairnessin AVs

Fairness and bias are crucial in AV development. As
AVs advance, they must avoid unfair biases and ensure
equal treatment for all road users, regardless of per-
sonal or group-based characteristics. Fairness in AVs is
complex and value-driven. Previous attempts to encode
moral decisions into AVs [167] have been problematic,
potentially perpetuating biases and discrimination [168].
Instead, AVs should prioritise human life, adapt to dif-
ferent road users based on predictive perception mod-
els, and avoid discrimination [169]. The goal is to ensure
equal safety for all road users while avoiding unfair biases
and promoting fairness and equality [7]. We will next
summarise potential sources of biases in perception sys-
tems and ethical goals in decision-making and planning.

6.2.1 Perception: bias and discrimination

Generally, the most advanced perception and prediction
systems rely on deep learning AI models, which heavily
depend on datasets for their development and evaluation.
Although these approaches are becoming increasingly

sophisticated and effective, the study of potential biases
and resultant discrimination are often overlooked. Some
preliminary studies found significant biases in different
pedestrian detection methods based on variables such as
age (adult/child) and sex/gender (male/female) [170, 171]
and skin tone (light/dark) [172]. No available studies have
addressed the problem with a focus on other type of road
users, including vehicles [173].

The primary source of bias in perception and predic-
tion AI models lies in the training data. Despite the avail-
ability of large datasets with millions of labelled samples
for detecting people and vehicles, they usually lack attri-
bute labels necessary for analysing potential biases. Attri-
bute annotation is a challenging task that demands robust
methodologies, particularly when multiple annotators
are involved, to minimize uncertainty and prevent inac-
curate, stereotype-based decisions [173]. In this recent
study [173], the authors annotated over 140K protected
attributes in widely used visual datasets for perception
using a reliable annotation method, covering both per-
sons and vehicles, and conducted a thorough evaluation
of biases. This quantity of annotated attributes enables
the implementation of fairness evaluation and testing
studies with more significant results.

6.2.2 Decision-making: ethical goals
The implementation of vehicle automation is anticipated
to improve road safety by eliminating common human
driver errors [174, 175]. However, new risks may arise
from factors like mode confusion, loss of situational
awareness, and control transition problems [176-178].
Additionally, the infinite variety of situations that AVs
may encounter could lead to new types of collision risks.
A report for the European Commission [179] included
twenty recommendations addressing the ethics of AVs,
covering topics such as road safety, privacy, fairness,
explainability, and responsibility. The recommendations
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emphasized that AVs must decrease, or at least do not
increase physical harm to users or other road users com-
pared to conventional driving. Furthermore, even if AVs
reduce the global level of risk, their deployment would be
considered unethical if any individual group of road users
experienced an increase in risk. The introduction of AVs
also requires careful consideration of circumstances in
which they might be permitted not to comply with traffic
rules.

Current road rules use terminology that allows discre-
tion by human drivers, such as driving with ‘reasonable
consideration’ and ‘due care! Human drivers exercise
this discretion based on experience, training and a gen-
eral understanding of the road environment. AVs could
be designed to follow digital versions of statutory road
traffic rules. However, they may face challenges conform-
ing to traffic law due to the complexity of their operating
domains [180]. The complexity of domains in which AVs
are expected to operate makes it impossible to anticipate
or formulate explicit rules for every potential eventual-
ity - environmental conditions, traffic and encounters
with other road users will vary dramatically between
domains and over time in any one domain. Any approach
that assumes an AV could "deduce” normatively correct
behaviour through exposure to a large number of train-
ing cases would need to overcome three extremely chal-
lenging practical difficulties. First, collecting a sufficient
quantity and quality of scenarios to allow the right behav-
iours to be derived. Second, to derive the ethical princi-
ples underpinning which decisions or behaviours should
be adopted. And third, to explain or justify its decisions
or actions.

An alternative solution explored in [181] is the poten-
tial use of ethical goal functions, which capture societal
expectations on how an Al should optimise outcomes.
For an AV, this would involve setting out priorities for
safe and efficient driving. Ethical goal functions could
guide decisions where non-compliance with road rules
is preferable and align AV behaviours with societal
expectations.

Once an ethical goal function has been agreed and
enacted by legislators, AVs could use it to determine the
course of action with the highest utility. Factors consid-
ered within the ethical goal function to determine opti-
mal speed, for example, might include potential collision
risk, road suitability, infrastructure, vehicle and weather
conditions, and the behaviour of other road users. A
similar calculation that incorporates this function could
assess whether mounting the pavement is permissible,
in what circumstances and how that operation should be
performed.

Ethical goal functions offer a means to enhance soci-
etal engagement and assist developers in AV deploy-
ment by providing algorithmic guidance on acceptable

(2025) 17:38

Page 20 of 26

behaviours. Demonstrating how AVs have optimized
against ethical goal functions could help show that their
vehicles act in accordance with societal values, facilitat-
ing any possible liability claim process [1]. Also, it gives
transport regulators an effective tool to monitor and
moderate AV behaviours.

6.3 Challenges and research gaps

6.3.1 Robustness of prediction

Thoroughly assessing forecasting models necessitates
extensive data collection, which is often impractical and
costly. It is unrealistic to assume that all possible social
interactions can be observed in data collection cam-
paigns. Recent research suggests new testing and vali-
dation protocols using both real and synthetic data to
investigate trajectory prediction model robustness [182,
183]. Another approach introduces real subject behav-
iour in autonomous driving simulators using virtual real-
ity and motion capture systems [184—186]. More broadly,
current procedures for testing prediction systems could
benefit from improved fidelity (e.g., more realistic dum-
mies), increased variability of testing conditions (e.g.,
dummies with different appearances, partially chang-
ing trajectories), and the addition of real behaviours and
interactions in a safe, controlled manner (e.g., using sim-
ulated and interactive environments) [46].

6.3.2 Fair perception and behaviour in AVs

While AV deployment has taken longer than was antici-
pated, it has given time for researchers and society to
consider exactly how we might expect AVs to behave and
how we want them to integrate into society. The con-
cept of fairness in AVs, including unbiased perception
and ethical decision-making and planning, could ensure
that society and human values steer the operation of AVs
and help to ensure that when the technology arrives, it
delivers on societal expectations. Further work is needed
to develop accurate and unbiased perception methods,
as well as the process for capturing societal values and
establishing the framework for translating them into AV
behaviours. However, this work is crucial for ensuring
that AVs operate safely and ethically.

7 Study limitations

The present study has several limitations that should be
acknowledged. One of the primary limitations is the reli-
ance on expert opinions, both during the broader work-
shop and during the more targeted focus group, which,
although very well-informed, can be subjective and
influenced by individual perspectives and biases. While
the use of a diverse group of experts can help mitigate
this limitation, the scope of our study requires comple-
mentary and specific expertise for each topic addressed.
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Therefore, expanding diversity would imply a much
larger and more complex focus group to manage.

Another limitation of the study is its lack of empirical
data. All data-driven insights are based on evidence from
the state-of-the-art available. In addition, although our
methodology implicitly implements a longitudinal per-
spective, we have focused our efforts on the most recent
elements of the current state of trustworthy Al for AVs,
without attempting to capture and model changes and
trends over time.

Furthermore, although our approach covers many of
the most important requirements of the trustworthy Al
framework, as discussed in previous works [7, 8], the
framework is very comprehensive, and as a result, many
important aspects have inevitably been left out of our
analysis, such as human agency and oversight, privacy
and data governance, or accountability, among others.

8 Conclusion

Al is pivotal in the evolution of AVs, leading to high
levels of automation. Despite the benefits, Al-specific
features such as unpredictability, opacity, self and con-
tinuous learning, and lack of causality can introduce new
uncertainties and safety issues. Recognizing this, inter-
national regulatory bodies are addressing the impact of
AT on vehicle regulations. To harness the benefits of Al
while mitigating potential risks, several frameworks have
been proposed to guide the development of trustworthy
Al systems, incorporating principles such as cybersecu-
rity, robustness, fairness, transparency, privacy, account-
ability, and societal and environmental well-being. These
frameworks present complex, varied challenges requir-
ing multidisciplinary expertise. In this work, based on an
incremental methodology that coordinates the work of a
multi-disciplinary group of experts, we have presented a
detailed analysis of the state of the art in cybersecurity,
transparency, robustness, and fairness in the context of
AV testing procedures, identifying future challenges.

We have discussed the role of Al in AVs, the challenges
in their development, testing, regulation, and accident
investigations, the need for cybersecurity audits, and the
importance of transparency and explainability. Al plays a
major role in AVs’ functioning and their interaction with
the environment. The EU’s Al Act could influence AVs,
but clarity is needed on its application, especially regard-
ing AI components as safety components. The develop-
ment of AVs is guided by the V-model and influenced
by vehicle regulations, but current testing methodolo-
gies face limitations due to increasing complexity. Post-
market surveillance and in-service monitoring are vital
for ongoing safety assessment. Accident investigations
involving AVs are complex and may benefit from lessons
learned in aviation.
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On the security front, structured cybersecurity audits
for Al components in AVs are necessary to prevent
threats. We propose a four-level framework for Al secu-
rity research. Regular audits, especially before produc-
tion and after significant updates, are advised. However,
challenges in auditing include lack of realistic threat
models, absence of real-world incidents, and potential for
models to be optimized for passing audits. Transparency
and explainability are key to understanding AVs’ deci-
sion-making processes. This requires domain-specific
explanations and understanding of the datasets used to
train machine learning models. Challenges include deter-
mining what to explain and how, dealing with unknown
scenarios, and explaining opaque AI models. Lastly, the
paper discusses evaluation protocols for assessing pre-
dictive system robustness and ethical behaviour in AVs.
Different metrics are used to evaluate predictive system
robustness, but a holistic approach is needed. Addition-
ally, the use of ethical goal functions to capture societal
expectations for AV operation is considered. Challenges
include the extensive data collection required for model
assessment and the complexity of encoding ethical
behaviour in AVs. To further enhance the impact of this
study, future research should aim to develop and test
practical solutions for implementing and scaling the
trustworthy Al principles and methods identified in this
research, with a focus on real-world applications and
standardisation.
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