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between devices and because these devices cannot be seen in isolation but in the context where they are deployed, the meaning of the
policy enforced in the source device needs to be re-interpreted and implemented in the context of the target device. The aim of the
paper is to present a formal framework to evaluate the appropriateness of the migration.
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1 INTRODUCTION

There have been technological developments such as cloud computing and virtualization that have facilitated the view of
IT infrastructure as a common-pool of resources. This tendency continues to attract attention due to the proliferation of
mobile computational devices and the fast development of the Internet of Things where shared resources and distributed
computation are the norm. Sharing resources makes economic sense and it is a management paradigm that can be
useful in many situations. There have been, for example, many efforts developing the concept of vehicular micro-cloud
computing [15, 37]. In such an environment an IT cloud is put together with the resources from a collection of vehicles
maybe parked in the same parking lot or moving together in the same geographical area to host cloud services to
devices close by. There is also growing interest in coalition operations that bring together organizations with varying
degrees of prior relationships that want to share resources to achieve a common goal such as providing services for large
multi-national events or emergency situations. In these environments the computational resources are heterogeneous,
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their numbers can vary over time and there might not be previous knowledge of the schedule of availability. The same
uncertainty applies to the users of the resources.

One of the management challenges in these environments is how to provide the appropriate security to the resources
of the different participants in the collaboration. In other words, how to ensure the confidentiality, integrity and
availability of the hardware, software and data shared by the participants. A tunable security on a par with the elasticity
expected from these federated systems will be tantamount to their widespread deployment.

Let’s consider the following example. There is a server holding a database that is accessed by many clients. As
protection from SQL injection attacks, the server also runs a Snort network security monitor [14] to prevent any
suspicious access to the database. The server is malfunctioning or it is in a vehicle that is moving away from the clients
and the database needs to be moved to another location. The new server is less powerful and it does not have a Snort
monitoring available. Instead, for security, only a restricted set of trusted source IP addresses will be allowed access to
the database which the server will enforce using iptables or ebtables [12].

In the context of collaborative activities, Williams et al. [6, 38] have proposed a policy-based management architecture
specifically designed to provide this kind of flexibility. Policies in the context of IT system management are application
independent directives that regulate the operations of the system [2, 3]. Security policies are, therefore, directives to
ensure the confidentiality, integrity and availability of a system like preventing SQL injection attacks in the database
example above. The collaborative architecture proposed has been designed based on the concept of generative policies
introduced in [35]. Generative policies are templates specified as partially defined context-sensitive grammars deployed
in all the devices participating in the activity and that each device, when requested, will use the grammars to generate
its local policies according to its local context. Hence, our example above will be easily realized by having a grammar
that generates the appropriate enforcement according to the capabilities of the device. Observe that the policy migration
in the example is not the result of simply changing some configuration parameters in the server. The policy in the
second device is “weaker” than the first policy in the sense that if a SQL injection attack is initiated from a client from
a trusted IP address the server and database will be compromised. But, perhaps the benefit of having the database
available to the trusted clients overrides the risk of the unlikely attack. In addition, there are clients that were able
to access the database in the first server that the new policy implementation might reject. These changes on security
cannot be done lightly. The consequences should be well understood.

This brings us to the formulation of the following problem:

Given a security policy that is being enforced in a particular source device, how can this policy be enforced in

a different target device?

The answer can be, in many cases, that it cannot because the enforcement mechanisms in the second device are different
or limited, or access to the information required to enforce the policy is limited or unavailable. However, one could
cautiously find a realization of a policy in the second device that is stricter than the original policy, meaning that all the
executions that were not allowed by the first policy are not allowed by the second policy, but a few extra executions
are also rejected. There might be less cautious solutions that let a few policy violations pass to ensure the system is
always available to correct executions. The main question is how to find the appropriate implementation. Let’s assume,
for example, there is a device that does deep packet inspection to enforce a policy over http accesses and the policy is
now going to be enforced by a device that can only inspect TCP headers going to port 80; the new implementation
cannot be exact because of the different computational capabilities of the devices.
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The contribution of this paper is twofold. We first present a formal framework to characterize different types of
migrations. Since the result of a migration is constrained by the computational capabilities of the source and the target
devices, the framework must distinguish the concept of policies from the mechanisms needed to enforce the policies.
Orthogonal to the computational differences between devices, the contexts where the migrations occur will also affect
the migrations. A migration can happen from a device that is merely being replaced by a second device. This is the case
of the vehicular micro-cloud example where a database and its access control policies are migrated to another device in
the same micro-cloud, there is no change of context. However, the migration can depend on the context where the
policy will be enforced. For example, we want to replicate the database server in different vehicular micro-cloud. Hence,
the framework also differentiates migrations happening in the same context versus migrations happening between
different contexts. This second type of migrations is the most challenging one. In the second part of the paper, we
list the few results in policy migration that already exist. They are all for migrations within the same context. We
then identify different results in other areas of security research that can be useful to develop both, same context and
context-dependent migrations. These include policy mining, policy learning and policy similarity analysis. We also
briefly discuss how we can evaluate the quality of the migrations.

Although we will frame the migration problem in fairly general terms, in the second part we will be addressing
migrations within two loosely defined classes of security policies: access control policies which are meant to process
access request to resources and decide whether to allow or reject the request, and network policies that typically classify
and filter network traffic as in firewalls and intrusion detection systems.

In the next section we will define the class of policies we will cover. We will also recall the definition of execution
monitor as their enforcement mechanism from [32]. In Section 3, we formulate the concepts of migrations and policy
approximations. Section 4 presents an overview of the existing methods to help with migrations. Section 5 discusses
how to evaluate migrations that results in approximations of the desired policy, and we conclude the paper discussing
some of the open problems in policy migration.

2 POLICIES AND EXECUTION MONITORS

It is fairly understood that a general abstraction to capture a large class of security policies is to define a policy as a
property that must hold in all possible executions of a system, where an execution is defined as a finite or infinite
sequence of events such as a sequence of system actions, or system states, or state-action pairs [5, 22, 32, 36]. These
sequences are sometimes called execution traces. Take for example, an operating system where files have owners
assigned to them, and only the owner of a file can read the file. An execution in this system is a sequence of state-action
pairs, and the execution satisfies the policy if there is no pair in the execution in which the action is to “read" a file
in a state where the owner of the file doesn’t match the executor of the action. As another example, we can have a
network card in a server in which no traffic coming from IP address 𝑑 and going to port 𝑝 must get into the server. An
execution comprises the sequence of packets passing through the card. The execution satisfies the policy if there is no
packet in the sequence with source IP address 𝑑 and destination port 𝑝 in its TCP header. There are also policies that
can specify properties that depend on several events in the trace. Let’s say, that in the same operating system there is a
file that can be read by a fixed set of users of the system but each user can only read it once. In this case the policy is
not satisfied if either there is a state-action pair where the action is “read" and the executor of the action is not in the
set of allowed readers, or there is a previous state-action pair in the execution where the action “read" was executed by
the same reader.
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We call an execution monitor for a policy P, a machine or a program that takes as input an execution and decides if
the execution satisfies P. Most implementations of execution monitors, more than simple monitors are enforcers of
policies. This means that the monitoring is happening in real time and either executions are stopped as soon as the
monitor realizes that a violation of the policy is about to happen, or a corrective action is executed by the monitor
(e.g., a program trying to read a file with the wrong permissions is aborted, or a packet with inappropriate headings is
dropped). In addition, monitor implementations are policy-independent in the sense that they are programmable to
enforce different policies. For simplicity of presentation, we assume all monitors stop executions if violations of policies
are detected.1

There is a large variability among the policies that different monitors can implement. This is heavily determined
by the system events (i.e., the kind of execution events the monitor observes) and the computational capabilities the
monitor has to detect policy violations. Nevertheless there are a few necessary conditions that a policy must have for a
monitor to exist [17]. To explain the conditions we need a more precise characterization of policies.

For the time being we will ignore the details of what an event is, and only assume that there is a countable set of
events 𝐸 which an execution monitor 𝐸𝑀 is able to monitor. We call 𝐸 the domain of 𝐸𝑀 . Let 𝐸𝜔 be the set of all finite
or infinite sequences of events from 𝐸. Executions of the system monitored by 𝐸𝑀 are sequences in 𝐸𝜔 . We denote by 𝜖
the empty execution.

A policy P defines a set of acceptable or correct executions, and we denote that set by P(𝐸𝜔 ) ⊆ 𝐸𝜔 . A basic condition
that holds for all policies that can be enforced by an execution monitor, 𝐸𝑀 , is that they can be described in terms
of single executions. That is, there must be a predicate 𝑃 over executions that for any execution 𝑋 , 𝑃 (𝑋 ) is true if
and only if 𝑋 ∈ P(𝐸𝜔 ). This condition lets 𝐸𝑀 take decisions by only looking at the current execution of the system
independently of other potential executions. Note that in some cases, policies (e.g., policies based on differential privacy
[13]) might be defined in terms of a set of executions, and not individual executions. But in this paper we only consider
policies that can be enforced by execution monitors, i.e., evaluating conditions over single traces. A second condition
that must hold is that these predicates 𝑃 over executions must be safety properties [19]. Informally, a safety property
identifies and stipulates that a “bad thing" does not happen during the execution. For the implementations of execution
monitors, this condition implies that if 𝑃 (𝑋 ) is false then there is a finite sequence of events 𝑒1𝑒2 . . . 𝑒𝑖 , prefix of 𝑋 such
that 𝑃 (𝑒1𝑒2 . . . 𝑒𝑖 ) is also false. Let’s now give a formal definition of execution monitor.

Definition 2.1 (Execution monitor). Given a countable set of events 𝐸 and a predicate 𝑃 , an execution monitor 𝐸𝑀

programmed to enforce 𝑃 over sequences of monitored events from 𝐸 is an automaton defined by:

• A set 𝑄 of (protection) states
• A partial transition function 𝜋 : 𝑄 × 𝐸 → 𝑄

• An initial state 𝑞𝐼 ∈ 𝑄

We denote such an automaton with 𝐸𝑀𝑃 and referred to it as an implementation of 𝑃 .

In an execution trace 𝑒1𝑒2𝑒3 . . . 𝑒𝑖 . . ., monitored by an execution monitor 𝐸𝑀𝑃 , events 𝑒𝑖 , will be input to the monitor,
𝐸𝑀 (𝑒𝑖 ), one by one in the order they occur. The state of the monitor after the observation of the event 𝑒𝑖 may depend
on previous events, and we will denote it by 𝐸𝑀 [𝑒1, . . . , 𝑒𝑖 ]. If 𝜋 (𝐸𝑀 [𝑒1, . . . , 𝑒𝑖−1], 𝑒𝑖 ) is defined then

𝐸𝑀 [𝑒1, . . . , 𝑒𝑖 ] = 𝜋 (𝐸𝑀 [𝑒1, . . . , 𝑒𝑖−1], 𝑒𝑖 ).

1This is a simplified view of what a monitor can do since a full characterization of execution monitors must consider monitors that can’t prevent events
that violate policies [5].
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Otherwise 𝐸𝑀 [𝑒1, . . . , 𝑒𝑖 ] =⊥, and 𝐸𝑀 [] = 𝑞𝐼 . The case when 𝐸𝑀 [𝑒1, . . . , 𝑒𝑖 ] =⊥ can be interpreted as an interruption of
the execution of the system at the execution of 𝐸𝑀 (𝑒𝑖 ). In practice, an execution monitor 𝐸𝑀𝑃 monitoring an execution
that does not satisfy a property 𝑃 may take other actions when 𝑒𝑖 is about to happen and 𝑃 (𝑒1𝑒2 . . . 𝑒𝑖 ) is false, to avoid
the effects of 𝑒𝑖 or to alert other parts of the system. This is done for the smallest 𝑖 in the execution. Other restrictions
may be imposed on 𝑃 since properties enforced by an execution monitor cannot depend on the whole prefix of an
execution; otherwise an unbounded amount of memory to store any of the prefixes that violates the policy would be
needed by the monitor. There are other practical considerations like time and space complexity (e.g., how difficult is to
implement 𝜋 or how large is the set 𝑄) needed for checking the property 𝑃 that limit the policies that an execution
monitor can enforce.

Definition 2.2 (Correct implementation). An execution monitor 𝐸𝑀𝑃 enforces a property 𝑃 or is a correct implementa-
tion of 𝑃 , if the following condition holds:

∀𝑋 ∈ 𝐸𝜔 : 𝑃 (𝑋 ) ≡ (𝐸𝑀𝑃 [𝑋 ] ≠ ⊥).

Let’s look at a few examples. In typical stateless IP firewalls only input from the current event is used: this event
has the TCP header of the packet that is arriving to the firewall. States encode tables of TCP header patterns. The
policy fixes one of these tables as its initial state, 𝑞𝐼 , and the firewall implements efficient and intricate algorithms
to check whether the header in the input packet matches one of the patterns in the table and then decide whether
or not to drop the packet.2 The transition function always returns 𝑞𝐼 or is undefined.3 In a signature-based intrusion
detection system like Snort [14], the set of execution prefixes that do not satisfy the property defines a regular language.
The execution monitor is therefore programmed as a deterministic finite state automaton (DFA) able to recognize
the “complement" of such language. The transition function of such automaton will return undefined whenever the
monitored execution prefix includes a signature-based attack and therefore violating the property. These signatures are
defined using more than the TCP headers and the 𝐸𝑀s need the computational capability to do deep packet inspection.
Anomaly-based intrusion detection systems typically assign probabilities to prefixes and if the probability of a prefix is
over certain threshold the execution is rejected. States will be encoding data structures where statistical information
about the network traffic is collected and updated by the transition function. Anomaly-based intrusion detection is, by
construction, a safety property, but it is approximating a policy that is partially known. They may or may not do deep
packet inspection.

3 POLICY MIGRATIONS

We assume we have two (not necessarily different) devices, a source and a target, and some semantic knowledge related
to the properties 𝑃𝑠 and 𝑃𝑡 , which we call context. The context may be the same between the source and target properties,
or variable, in which case some extra knowledge is needed to relate 𝑃𝑠 and 𝑃𝑡 . We consider policy migration in each of
these two cases separately.

3.1 Same context

The implementation 𝐸𝑀𝑠
𝑃𝑆

of a policy 𝑃𝑠 by an execution monitor 𝐸𝑀𝑠 in the source device is characterized by four
components: the set of input events 𝐸𝑠 , the set of protection states𝑄𝑠 , the transition function 𝜋𝑠 , and the initial state 𝑞𝐼𝑠 .
2Dropping the packet is done instead of stopping the execution.
3We will not consider administrative operations that can change policies on the fly in this paper.
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The migration of the policy to an execution monitor 𝐸𝑀𝑡 in the target device requires finding a policy 𝑃𝑡 that 𝐸𝑀𝑡 can
implement. An instance of this situation is a scenario where 𝐸𝑀𝑠 is the Linux iptables utility program implementing a
TCP firewall policy 𝑃𝑠 , and the policy will be migrated to an instance of the intrusion detection system Snort running in
the same device. In other words, 𝐸𝑀𝑡 is Snort. It would be possible to emulate the iptables rules implementing 𝑃𝑠 using
a DFA that only looks at TCP headers but at a higher level of the protocol stack since Snort reorders and reassembles
IP fragments and TCP segments. This changes 𝑃𝑡 . The set of events 𝐸𝑠 in 𝑃𝑠 are IP packets; events, 𝐸𝑡 , in 𝑃𝑡 are TCP
segments. But there is a mapping 𝑇 : 𝐸𝜔𝑠 → 𝐸𝜔𝑡 that let us establish a precise characterization of 𝑃𝑡 in terms of 𝑃𝑠 .

Definition 3.1 (Faithful migration). Let 𝑃𝑠 be a property for a source device and 𝑃𝑡 a property for a target device. The
property 𝑃𝑡 is a faithful migration of 𝑃𝑠 if the following condition holds:

∀𝑋 ∈ 𝐸𝜔𝑠 : 𝑃𝑠 (𝑋 ) ≡ 𝑃𝑡 (𝑇 (𝑋 ))

In contrast, if the monitors switch roles and 𝐸𝑀𝑠 is Snort programmed to detect SQL injection attacks from a fixed
range of IP addresses, it is not possible to have a faithful implementation of the policy using iptables since it requires to
do deep packet inspection and maintain states which the iptables application can’t do. By simply looking at 𝐸𝜔𝑠 and 𝐸𝜔𝑡
we are not always able to characterize the potential limitations of the migration, as in the case of Snort as 𝐸𝑀𝑠 , and
iptables as 𝐸𝑀𝑡 . All the information in an IP segment that Snort manipulates is available in the form of IP packets in
the executions of iptables, but computationally, the iptables are limited. To capture computation, we will extend the
definition of faithful migrations of policies to implementations.

Definition 3.2 (Faithful implementation). Let 𝐸𝑀𝑡
𝑃𝑡

be the implementation of 𝑃𝑡 in 𝐸𝑀𝑡 . We say that 𝐸𝑀𝑡
𝑃𝑡

is a faithful
implementation of 𝐸𝑀𝑠

𝑃𝑠
if there is mapping 𝑇 : 𝐸𝜔𝑠 → 𝐸𝜔𝑡 such that the following condition holds:

∀𝑋 ∈ 𝐸𝜔𝑠 : (𝐸𝑀𝑠
𝑃𝑠
[𝑋 ] = ⊥) ≡ (𝐸𝑀𝑡

𝑃𝑡
[𝑇 (𝑋 )] = ⊥)

We would like to get a faithful implementation of 𝑃𝑠 in 𝐸𝑀𝑡 , but if there are constraints in 𝑄𝑡 that don’t exist in 𝑄𝑠 ,
for example, the number of states is bounded by a constant, a faithful implementation might not exist. In the case of
Snort acting as 𝐸𝑀𝑠 , the minimum number of states in𝑄𝑠 depends on the states needed to implement the automata that
recognize the regular languages defined in 𝑃𝑠 , and that number can be larger than 1. In an iptables instance, 𝑄𝑡 has a
single state, the table of firewall rules. This means that if 𝐸𝑀𝑡 is the iptables utility, we can have two states, 𝑞0𝑠 , 𝑞1𝑠 ∈ 𝑄𝑠

in Snort, two executions 𝑋,𝑌 , and an event 𝑒 ∈ 𝐸𝑠 such that 𝐸𝑀𝑠
𝑃𝑠
[𝑋 ] = 𝑞0, 𝐸𝑀𝑠

𝑃𝑠
[𝑌 ] = 𝑞1, 𝜋𝑠 (𝑞0𝑠 , 𝑒) = ⊥ ≠ 𝜋𝑠 (𝑞1𝑠 , 𝑒),

but 𝜋𝑡 (𝑞𝐼𝑡 ,𝑇 (𝑒)) can only map to a single value.
Even if the type of execution monitors in the target device and the source device is the same, faithful implementations

might not exist. Again let’s take Snort as an example. If both execution monitors are implemented using Snort, but the
target device runs in a network where the traffic is encrypted, the target monitor might not be able to observe the same
in executions if the source device gets traffic in an area of the network where traffic is not encrypted. An event 𝑒𝑠 in
𝐸𝑠 is mapped into an encrypted event 𝑒𝑡 in 𝐸𝑡 , but the transition function in 𝐸𝑀𝑡 cannot operate on 𝑒𝑡 in the same
way 𝐸𝑀𝑠 operates on 𝑒𝑠 . This can be understood as the possibility of having two different events 𝑒0𝑠 , 𝑒1𝑠 ∈ 𝐸𝑠 with the
same headers but different payloads such that 𝐸𝑀𝑠

𝑃𝑠
[𝑋𝑒0𝑠 ] = ⊥ and 𝐸𝑀𝑠

𝑃𝑠
[𝑋𝑒1𝑠 ] ≠ ⊥ but that 𝑇 (𝑋𝑒0𝑠 ) = 𝑇 (𝑋𝑒1𝑠 ). Hence,

similar to the case of states, there may no exist a faithful implementation 𝐸𝑀𝑡
𝑃𝑡

of 𝐸𝑀𝑠
𝑃𝑠
.

Having 𝐸𝑠 = 𝐸𝑡 and 𝑄𝑠 = 𝑄𝑡 doesn’t ensure the existence of a faithful implementation either, if there are computa-
tional limitations in 𝜋𝑡 when compared to 𝜋𝑠 . Given 𝑒 ∈ 𝐸𝑠 , and 𝑞 ∈ 𝑄𝑠 , and denote by |𝑒 |, and |𝑞 | the size required to
represent 𝑒 and 𝑞 respectively, let’s say as strings or in bits, and assume |𝑒 | + |𝑞 | = 𝑛. If the complexity of computing
𝜋𝑠 (𝑞, 𝑒) is Θ(𝑓𝑠 (𝑛)), but any 𝜋𝑡 implementable in 𝐸𝑀𝑡 cannot be of a computational complexity larger than 𝑂 (𝑓𝑡 (𝑛)),
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where 𝑂 (𝑓𝑠 (𝑛)) > 𝑂 (𝑓𝑡 (𝑛)), then there may no exist a faithful implementation 𝐸𝑀𝑡
𝑃𝑡

of 𝐸𝑀𝑠
𝑃𝑠
, unless 𝐸𝑀𝑡 uses more

bits to represent either event in 𝐸𝑡 or states in 𝑄𝑡 . For example, let’s take (𝑢, 𝑜) to be the event 𝑒 indicating that users 𝑢
wants to access object 𝑜 , let 𝑞 be a labeled graph as in Relationship-based Access Control [25] and 𝜋𝑠 (𝑞, (𝑢, 𝑜)) ≠ ⊥ if
there is a path in the graph from 𝑢 to the owner of the object 𝑜 . If 𝐸𝑀𝑡 can only implement a transition function 𝜋𝑡 that
is constant or sub-linear with respect to the size of the graph then the path cannot be computed.

A cautious solution is to try to find a policy 𝑃𝑡 that rejects all executions that don’t satisfy the policy 𝑃𝑠 . Hence, we
can define safe implementations as follows.

Definition 3.3 (Safe implementation). 𝐸𝑀𝑡
𝑃𝑡

is a safe implementation of 𝑃𝑠 by 𝐸𝑀𝑡 if the following condition holds:

∀𝑋 ∈ 𝐸𝜔𝑠 : (𝐸𝑀𝑠
𝑃𝑠
[𝑋 ] = ⊥) ⇒ (𝐸𝑀𝑡

𝑃𝑡
[𝑇 (𝑋 )] = ⊥).

Recall that because 𝑃𝑠 is a safety property, rejected execution traces, 𝑋 , can be limited to finite sequences. Therefore,
safe implementations of a policy can also be limited to enforce safety properties.

3.2 Variable Context

There is another more challenging class of policy migration. Take, for example, an execution monitor 𝐸𝑀𝑠 that looks at
the headers of TCP packets and these packets are being produced within a closed Local Area Network (LAN). 𝐸𝑀𝑠 will
only observe executions limited to sequences of packets with source and destination IP addresses within the ranges of
IP addresses in the LAN. If the LAN of the target device is different, the headers will be different. The policy 𝑃𝑠 can be
implemented by 𝐸𝑀𝑠

𝑃𝑠
, in terms of the IP address in the LAN, i.e. an event 𝑒 ∈ 𝐸𝑠 appears in an execution only with

headers in the LAN. In this class of migrations there is no mapping 𝑇 from executions from the source device to target
device. Thus, we cannot relay on faithful or safe implementations which depend on 𝑇 to find 𝑃𝑡 . Some extra semantic
knowledge must be made available in order to relate 𝑃𝑠 to 𝑃𝑡 . In our example, this semantic knowledge must let us
find out how the IP address in the LAN of the source device can be interpreted in the new LAN for 𝐸𝑀𝑡 to implement
𝑃𝑡 . This semantic knowledge can come in many forms. For example, 𝑃𝑠 can filter packets coming from a range of IP
addresses that are known to belong to certain group of devices, let’s say, the devices that belong to members of a
particular department in the organization that owns the LAN. If in the new LAN, this grouping can also be realized, i.e.,
associate IP addresses to devices that belong to the same department, then 𝑃𝑡 can be derived from that knowledge. 𝑃𝑠
could also be doing load balancing splinting the range of addresses evenly into two output ports for forwarding. Then,
𝑃𝑡 can do the same but for the range of addresses in the new LAN. We will refer to this extra semantic information as
the contexts, 𝐶𝑠 and 𝐶𝑡 , of the executions in the source and the target devices. A context is a collection of attributes of
execution monitors running in the device, that might be available to compute the migration. For an execution monitor
𝐸𝑀 , there can be attributes about 𝐸 (as a set or attributes of its members), and about the device where 𝐸𝑀 will run.
Attributes available in a context will depend on the settings where the migration occurs. For example, a device might
be embedded in a network and propositions of the network topology (e.g., size of the network, connectivity between
nodes) can be part of its execution monitors context; or the device is moving and its location is a context attribute.
Before we define a context migration, we will need to assume that the policy P is context dependent, P(𝐶𝑠 , 𝐸𝜔𝑠 ) ⊆ 𝐸𝜔𝑠 ,
P(𝐶𝑡 , 𝐸𝜔𝑡 ) ⊆ 𝐸𝜔𝑡 and that a safety property, 𝑃𝑐 , exists such that (1) for any execution trace 𝑋 ∈ 𝐸𝜔𝑠 , 𝑃𝑐 (𝐶𝑠 , 𝑋 ) is true iff
𝑋 ∈ P(𝐶𝑠 , 𝐸𝜔𝑠 ), and (2) for any execution trace 𝑋 ∈ 𝐸𝜔𝑠 , 𝑃𝑐 (𝐶𝑡 , 𝑋 ) is true iff 𝑋 ∈ P(𝐶𝑡 , 𝐸𝜔𝑡 ).
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Definition 3.4 (Context-dependent faithful migration). Let 𝑃𝑠 and 𝑃𝑡 be a source property and a target property
respectively and let 𝑃𝑐 be a safety property. 𝑃𝑡 is a context-dependent faithful migration of 𝑃𝑠 , under a safety property
𝑃𝑐 if the following condition holds:

(∀𝑋 ∈ 𝐸𝜔𝑠 : 𝑃𝑠 (𝑋 ) ≡ 𝑃𝑐 (𝐶𝑠 , 𝑋 )) ∧ (∀𝑋 ∈ 𝐸𝜔𝑡 : 𝑃𝑡 (𝑋 ) ≡ 𝑃𝑐 (𝐶𝑡 , 𝑋 ))

Definition 3.5 (Context-dependent faithful implementation). Let 𝐸𝑀𝑡
𝑃𝑡

be an execution monitor for the target property
𝑃𝑡 . 𝐸𝑀𝑡

𝑃𝑡
is a context-dependent faithful implementation of a correct implementation, 𝐸𝑀𝑠

𝑃𝑠
of 𝑃𝑠 , under a safety property

𝑃𝑐 if the following condition holds:

∀𝑋 ∈ 𝐸𝜔𝑡 : 𝑃𝑐 (𝐶𝑡 , 𝑋 ) ≡ (𝐸𝑀𝑡
𝑃𝑡
[𝑋 ] ≠ ⊥)

In other words, we don’t refer to 𝐸𝑀𝑠
𝑃𝑠

but to 𝑃𝑐 that directly tells us the policy we need to implement in 𝐸𝑀𝑡 : 𝐸𝑀𝑡
𝑃𝑡

must be a correct implementation of 𝑃𝑐 under the context 𝐶𝑡 .
Like in migrations over the same context, there might not be faithful context-dependent implementations because of

constraints in 𝐸𝑀𝑡 and 𝐸𝑡 . We can also define context-dependent safe implementations as follows:

Definition 3.6 (Context-dependent safe implementation). 𝐸𝑀𝑡
𝑃𝑡

is a safe implementation of 𝑃𝑠 in the context 𝐶𝑡 by
𝐸𝑀𝑡 if the following condition holds:

∀𝑋 ∈ 𝐸𝜔𝑡 : (𝐸𝑀𝑡
𝑃𝑡
[𝑋 ] ≠ ⊥) ⇒ 𝑃𝑐 (𝐶𝑡 , 𝑋 )

The challenge of policy migration with same context is to figure out how to get 𝑇 . There are similar challenges for
policy migrations with variable context since 𝜋𝑠 may use properties of the events that are not available in the events
in 𝐸𝑡 , or constraints in 𝑄𝑡 or the computational capabilities of the 𝜋𝑡 don’t allow faithful implementations of 𝑃𝑐 . But
contexts complicate re-implementations even more because the only information we might have about 𝑃𝑐 is 𝐸𝑀𝑠

𝑃𝑠
, i.e.,

how 𝑃𝑐 is implemented in 𝐸𝑀𝑠 .
An implementation that rejects all the executions is a trivial safe implementation of 𝑃𝑠 in the target device but

of little use. One should look for implementations that best approximate a faithful implementation. That could be
interpreted as minimizing the number of correct executions rejected. But it might not be easy to come up with good
safe approximations. Rejections of correct executions affect another axis of security: availability. Hence, for the sake of
availability, non-safe approximations might need to be considered.

The need for policy migration has been discussed by Bertino et al. [6] in the more general setting of managing
next generation federated distributed systems. They introduced a policy framework where they envision distributed
management environments where devices can “learn from their environments, be aware of other devices in the
environment, self-organize with these devices, and manage themselves.” They identify semantic knowledge and
advanced cognitive capabilities (e.g., learning and risk assessment) as core features to support, and they made a
compelling argument for incorporating such features in any next generation distributed management system. In the
next section, we will explore how semantic knowledge and cognitive capabilities play a central role in finding policy
approximations.

4 CURRENT APPROACHES TO MIGRATION

As mentioned in the introduction, we look at policy migrations between access control monitors or between network
traffic security monitors. We separate the migration methods into two classes. We will first look at migrations where
the context of the source device is the same as the context of the target device but the monitors are different. Then, we
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will look at migrations where the monitors are the same but the contexts are different. No one has addressed directly
the case where contexts and monitors are different simultaneously, and although this case is less common, one could
approach such scenarios by first, assuming the contexts are the same, doing a first migration between the different
monitors, and then do a second migration assuming that the monitors are of the same type but the contexts change. At
these early stages of development on policy migration, we can’t predict if this migration composition would be effective.

4.1 Same contexts, different monitors

[𝐶𝑠 = 𝐶𝑡 , 𝐸𝑀𝑠 ≠ 𝐸𝑀𝑡 ]: there has been significant amount of work over the years in the access control community
comparing the expressive power of different access control models. From this work we can get (1) how to do faithful
migrations from monitors enforcing mandatory and discretionary access control policies to an execution monitor that
enforces role-based access control policies [29]; (2) how to do faithful migrations from monitors enforcing role-based
access control policies to an execution monitor that enforces relationship-based access control policies [30]; and (3)
how to do faithful migrations from monitors of any of these types of policies to an execution monitor that enforces
attribute-based access control policies [4, 18]. Migrations in the other directions (e.g., from a monitor enforcing an
attribute-based access control policy into a monitor that can enforce role-based access control policies) have not been
considered because a faithful migration might not exist, and it is only recently with this new-generation of federated
systems that non-faithful migrations raises as a problem worth exploring.

Migration between network monitors has been less common. There are several reasons. If the monitoring is done
inside a general purpose computational device, e.g. a server, monitors that work at the kernel level with access to the
hardware process traffic very fast because they can get to the packets as they arrive at the physical network interfaces.
In addition, they tend to process traffic at what is known as Layer 4 or Transport Layer of the network, they don’t
access data at higher layers such as the Session or the Application layer – decisions are made one packet at the time by
order of arrival. The iptables utility is such a type of monitor. Monitors like Snort that look at the content of the traffic
at higher layers usually run at the operating system (aka user) level. They are slower because packets need to move
from the kernel to the user level memory, but at the user level there is more processing capacity (memory and CPU
time) to implement more expressive policies that can be conditioned on a collection of packets like TCP segments or
sessions. If the device is not a server but a network component like a router, a switch or a gateway, the device needs
to make only routing decision on large amounts of traffic very fast. Historically, policies in these devices have dealt
with traffic at Layer 4 or below – they need to provide high throughput, hence, any policy based on information only
available a higher layers has been typically done at the end points of the traffic flow path. The functions implemented
by each type of network device were very specific, networks were very stable, and there was no incentive to replace
one network device of one type with another of a different type. With faster machines and modern operating systems
where kernels can be updated without stopping the device, and with the new developments in network virtualization,
network components are able to do more processing over traffic and implement more complex policies. These network
components are also many times programmable. In the server side, there have been efforts for migrations or partial
migrations of policy enforcement from the user level to the kernel level. Tools like fwsnort [31] that translate Snort
policies into iptables are now being developed. The capabilities of iptables are being expanded but the translations are
still not faithful. These are engineering efforts that, so far, put aside the question of the quality of the result.

Learning approximations: An approach to non-faithful migration of access control policies is policy mining. In policy
mining, one starts with a set 𝐴 of authorization decisions, i.e. a finite set of pairs (𝑋, 𝑃𝑠 (𝑋 )) for executions 𝑋 in 𝐸𝜔𝑠 , and
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an objective function (e.g., prefer safe policies that minimize rejections of correct executions) over all policies that can
be implemented in 𝐸𝑀𝑡 , and works to find an approximation of the policy 𝑃𝑡 such that 𝐸𝑀𝑡

𝑃𝑡
is most likely to maximize

the objective function [10]. This schema is generic and can be applied to any of the access control models mentioned
above. If we don’t have a set 𝐴, we might be able to generate one using 𝐸𝑀𝑠

𝑃𝑠
to subsequently mine 𝑃𝑡 . This method

can also be useful in situations where there is no access to 𝑃𝑠 , but there is a set 𝐴, for example in log files of the source
device. Examples of concrete realizations of such schema are reported in [26, 28] for role-based access control, [21, 39?
] for attribute-based access control, and [8] for relationship-based access control.

Learning approximations needs to guarantee that the mined target policies are general enough to allow correct
decisions in a variety of unseen execution traces, but at the same time not too permissive to accept execution traces
that are clearly violations of the target property. Defining or choosing a learning process capable of striking a balance
between the number of false positives (i.e., unwanted execution traces that the learned target policy would accept), and
the number of false negatives (i.e., desirable execution traces that the target policy would not support) is a challenge, in
particular because available examples of policy decisions tend to be incomplete and skewed toward instances of correct
decisions rather than instance of wrong decisions. Association rule learning tend to mine from example target policies
𝑃𝑡 that are effective only with respect to decisions and execution traces similar to the one already observed. Such
learned policies would have a low value of false positive, but be at the same time too specific (overfit the examples), and
therefore have a high value of false negatives. True positive rate of such policies would be low and their true negative
rate would be high. Symbolic learning approaches, on the other hand, tend to overgeneralise. They would compute
target policies that are too permissive: perform well on unseen acceptable execution traces, so reporting a low false
negative rate, but, at the same time, wrongly allowing behaviours that should not be accepted, so reporting high false
positive rate. In such cases, learned target policies would have high true positive rate and low true negative rate.

A way to control over-generalisation during learning is normally done by considering examples of what would be
wrong policy decisions. But log files do not include such negative examples as they reflect what a policy allows or
denies, and not what a policy should not allow or not deny. To compensate for the lack of negative examples, learning
techniques, such as symbolic learning, can make use of a scoring mechanism, as part of their objective function [21].
This scoring mechanisms express optimisation criteria that, taken into account during the learning process, control the
level of generalisation performed during the learning, This helps learn target policies that are general but at the same
time not over-permissive, so striking a good balance between their true positive and true negative rates.

Scoring optimisation function can also provide a way for tilting such balance, depending on the specific context in
which the policy migration has to take place. For instance, in contexts such as access control, when log files are sparse,
more specific rules that guarantee tighter security should be preferred. In this case, during learning the optimisation
scoring mechanism would give more preference to target policies that would not wrongly allow access to resources
as this might be more dangerous that wrongly denying access. Similarly, in contexts where authorisation is time
critical, wrongly denying access could be more dangerous than wrongly allowing access. Scoring optimisation functions
provides a way to specify whether the learning search for target policies should be biased towards more or less general
policies.

Mining tools, filtering-rule generalization and other symbolic techniques described in [1, 16] could also be adapted
for migrations but it is a research topic. And the programmablity of network switches in SDN might make the early
explorations of reinforcement learning for routing [7] and other machine learning techniques [33] alternatives that can
be considered to support migration of network monitors. We will expand on machine learning and migration in the
next section.
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4.2 Different contexts, same monitors

[𝐶𝑠 ≠ 𝐶𝑡 , 𝐸𝑀𝑠 = 𝐸𝑀𝑡 ]: context issues related to parametric configurations, like the IP address changes between LANs in
the example mentioned earlier, can be handled by an auto-configuration system like the one proposed in [35]. They have
proposed a framework in which generic policies are described by templates specified as partially defined context-free
grammars in each target device that the device completes according to a local context. It then uses the completed
grammar to generate the policies to be enforced by the target device [35]. The context is defined by an interaction graph
which is an abstract description of the various entities within the environment that the device needs to interact with. In
an interaction graph, a link defines a possibly many-to-many interaction of entities assigned to predetermined roles at
the two ends of the link. Policies are meant to be constraints over these interactions. Hence, grammars are written
from the point of view of a device that will be assigned one of these roles. In the grammar, there are non-terminals that
represent generically an entity in a role. The grammar rule re-writing this non-terminal will only become available at
run time when the actual set of devices playing that role are specified or discovered. Any target device may be fulfilling
one or more roles in this interaction graph. Let’s look at a simple example to illustrate the concepts. There is a server
hosting a database that can be accessed by many clients. As protection for SQL injection attacks, the sever also runs
Snort to prevent any suspicious access to the database. There are three roles in this example: Client, Network Monitor
and Database. The interaction will be C→ N, C↔ D. The server will have two roles, the role of a network monitor and
the role of a database. The grammar associated with the database generates policies regarding the access privileges of
the different clients (e.g., which client is the database administrator). The context then must provide a mechanism for
the database system to identify the clients. But for simplicity, let’s look at the partially defined grammar of the Network
monitor. This will have a single grammar rule:

𝑆 −→ “snort -l /var/log/snort -i" 𝐶

In this rule, the non-terminal 𝐶 must identify to the network monitor where the traffic can be monitored. The server,
when deployed, can automatically check which of its network adapters is available for connections and add grammar
rules that re-write 𝐶 into the interfaces associated with the adapters. In this instance, no specific identification of the
clients needs to be made, only the physical interfaces of the server that can be used for incoming traffic to the database.
But in general, the context supplied to a device playing a particular role is the appropriate identification to the entities
that can be at the other side of the links in the interaction graph fulfilling that role. This has two advantages. One is that
policy parameters that only depend on the device where the policy will be instantiated can be an autonomous decision
of the device. The second advantage is that changes on these parameters are easy to handle locally. For example, if the
device decides to change the interface for the traffic, it can regenerate the policy with the new interface. And if this
change is needed by the clients to access the database (e.g., the adapter has a different IP address), the change will be
sent to the clients as a new context so that they can also regenerate their policies.4

There can also be context issues related to language. Let’s assume there is a source monitor 𝐸𝑀𝑠
𝑃𝑠

that enforces an
attribute-based policy, e.g., the events are attribute/value pairs and the policy is a predicate over these attributes to
decide access to some resources. On the one hand, there is the problem of value and attribute naming differences due to
changes in vocabulary (e.g., different local settings). The language changes from the source device to the target device,
and hence, an attribute may need to be retrieved using a different name in the target device. We have studied policy
similarities using ontologies [24]. A reverse process could be applied here to guide the search of 𝑃𝑡 using an ontology to

4Clients that don’t trust the database may want to apply policies to their interactions to the database.
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drive the mapping. The contexts for the migration will be an ontology 𝑂𝑠 that describe general concepts in the source
device (this can be independent of 𝑃𝑠 ), and an ontology 𝑂𝑡 for the target device. The migration will proceed as follows.
First, a mapping between the concepts in 𝑂𝑠 and 𝑂𝑡 is selected. Then, using this mapping, attributes and attribute
values in 𝑃𝑠 are mapped according to the ontology mapping to generate 𝑃𝑡 . This mapping might not be unique and we
might get several possible 𝑃𝑡 to choose from.

On the other hand, if attributes are the same and some attributes are missing in the events in 𝐸𝑡 , it is possible
that P was decomposed based on the context of the source and 𝑃𝑠 uses attributes that, for privacy consideration, are
not accessible from the target device. But it is also possible that the portion of P that needs to be enforced in the
target device doesn’t need the missing attributes, i.e., the context is different. If we have access to P, we could expand
the techniques of decomposition developed in [23] to generate 𝑃𝑡 from P by doing syntactic analysis of P and its
relationship with 𝐶𝑡 . If neither case applies, and 𝐸𝑀𝑡 is expected to implement 𝑃𝑠 , an approximation needs to be found.
We should note that the ontology mapping mentioned above might not find mappings for all the attributes or attribute
values also requiring alternative methods of approximation.

Learning approximations: We have seen how 𝐶𝑠 and 𝐶𝑡 can be useful to get to 𝑃𝑡 . But it is possible that there is
uncertainty in which are the elements in 𝐶𝑡 or that there is no obvious correlation between 𝐶𝑡 and the consequences it
can have for 𝑃𝑡 . An alternative is again to try policy mining to directly learn 𝐸𝑀𝑡

𝑃𝑡
. The challenge though is that in

contrast to the case where 𝐶𝑠 = 𝐶𝑡 , when the contexts are different, the availability of examples in the target context
might be limited. In these scenarios, we need to use all the semantic information available, e.g., 𝑃𝑠 , 𝐶𝑠 , 𝐶𝑡 and 𝑃𝑐 ,
in order to learn from a small set of examples. We have developed incremental algorithms for learning grammars
symbolically [20] that can repair a grammar using positive and negative examples of words in the language. Our
experiments show that this can be significantly faster than learning the grammar from scratch. We could, for example,
start with a grammar representation of the automata 𝐸𝑀𝑡

𝑃𝑠
and modify it with examples that apply to the target.

With the advances in machine learning, an important category of execution monitors is the class of monitors that
implement policies using deep neural networks. Approaches have been proposed specifically for anomaly detection
systems for network intrusion detection [33]. An initial evaluation of their use and comparison with decision trees
for access control have been recently carried out [9]. However a major issue when using deep neural networks, as
other machine learning algorithms, for security purposes is the scarcity of training data, especially when dealing with
novel attacks. There is often very little data related to new malware or reliable data for network attacks. The new
training data is often expensive and time-consuming to collect. Another issue is whether the neural networks might
have to be retrained on a new data from scratch whenever a new malware or attack is identified, which will require a
lot of computing resources and time. This issue is not limited to machine learning algorithms applied to security but to
the more general issue of transfer learning. Transfer learning enables migrating the learned features and knowledge
from a trained source neural network to a target neural network with minimal new training data. For example, an
image classification neural network trained to detect 1000 different categories of objects can be re-purposed for a new
specialized domain like identifying the various types of roses. Adapting such a general neural network for the task
of classifying roses gives much better results than training a neural network on the rose image dataset from scratch.
Experiments carried out by Singla et al. [34] on the UNSW-NB15 dataset for network intrusion detection systems [27]
has shown that transfer learning is effective for policy migration as well. Singla et al. [34] has shown how an existing
neural network trained on identifying a set of given attack types can be retrained to identifying novel attacks even
when the training dataset for new attacks is small. The experimental results show that, whereas when trained on a
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dataset with more than 300 samples the transfer learning approach has the same accuracy of a conventional approach
(i.e., training the network from scratch), the former approach has much higher accuracy for smaller training datasets.
For example, for a training dataset of 100 samples the transfer learning approach achieves 19.1% higher accuracy than
the conventional approach when the new attack to be identified is a shell-code attack.

5 EVALUATING APPROXIMATIONS

To evaluate approximations we have been borrowing the terminology from hypothesis testing/binary classification
and refer to correct executions that are rejected as false negatives and the set of executions that violate the policy and
are not detected as false positives. In a migration over the same context, an execution 𝑋 is a false negative if 𝑃𝑠 (𝑋 )
holds but 𝑃𝑡 (𝑇 (𝑋 )) does not hold; 𝑋 is a false positive if 𝑃𝑠 (𝑋 ) does not holds, but 𝑃𝑡 (𝑇 (𝑋 )) does hold. If analytical
estimations of these values cannot be made, we can use a combination of logs from executions of 𝐸𝑀𝑠

𝑃𝑠
and synthetic

traffic data to statistically estimate these values. The approach then defines an error matrix similar to the error matrix
of binary classifiers with definitions such as true positive and true negative rates, precision, accuracy, etc. A safe policy
will have a true negative rate (true negatives/(true negatives + false positives) equal to 1. A highly available system will
have its true positive rate (true positives/(true positives + false negatives)), also called recall, close to 1. But we could
further adapt the error matrix to accommodate specific security concerns. If semantic information is available with
some qualitative measurement of the severity of the rejections to the availability of the system and the potential attacks
caused by the violations not detected, they can be incorporated into the evaluation of the policy. We can also explore
scenarios where semantic information exists specifying what violations cannot be allowed under any circumstances or
what services cannot be disrupted to evaluate approximations.

In the case of context-dependent migrations, we cannot resort to 𝑃𝑠 to define false negatives or false positives. We need
𝑃𝑐 . An execution 𝑋 ∈ 𝑒𝜔𝑡 is a false negative if 𝑃𝑐 (𝐶𝑡 , 𝑋 ) holds but 𝑃𝑡 (𝑋 ) does not hold; 𝑋 is false positive If 𝑃𝑐 (𝐶𝑡 , 𝑋 )
does not hold, but 𝑃𝑡 (𝑋 ) does hold. If analytical estimations of these values cannot be made, but 𝑃𝑐 is available, using
𝑃𝑐 , we can use synthetic data to statistically estimate these values. However, it’s possible that we don’t have access
to 𝑃𝑐 either. Under these circumstances we need to generate sample traces for 𝐸𝑀𝑡

𝑃𝑡
. This might not be an easy task

without the intervention of a human administrator, and even for the administrator might be difficult. We can proceed
as follows. From logs of executions of 𝐸𝑀𝑠

𝑃𝑠
, we gather statistical correlations between correct and incorrect executions

and attribute values in the context𝐶𝑠 . If there is an ontology mapping that can be applied from𝐶𝑠 to𝐶𝑡 , we can use the
mapping to generate synthetic traffic based on the traffic of 𝐸𝑀𝑠

𝑃𝑠
. If there is no mapping or the mapping is partial (e.g.,

we have the mapping between attributes but not between attribute values), the administrator is asked to help with the
mapping. The questions to the administrator will be limited to the attributes that are found to be relevant to the policy
decision.

6 FINAL REMARKS

Although policy migration has come into attention only recently, we can see how earlier work in policy analysis
and learning can be adapted for the purpose of migrations. In the short term we need a better and more principled
characterization to evaluate and compare policy approximations. Evaluations based on error/confidence matrices are
good starting points but there are other aspects that are specific to security that might need to be incorporated. For
example, we might want to make sure that a policy is safe for a particular subset of executions and be more flexible for
others. For instance, one might be willing to tolerate some inappropriate read operations but not write operations. One
can also define some kind of structural complexity and prefer less complex policies. For example, in a Role-based access
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control system, one might want to minimize the number of roles used [26]. Similarly to the problem of explainabilty in
machine learning, one might want approximations where decisions that don’t match expectations can be explained to
the system administrators.

Methods for evaluating policies can be studied first in migrations between access control models within the same
context. One can start from the unified attribute-based access control model of [18] and develop a framework for coming
with automatic translations of access control policies. [18] shows how discretionary (DAC), mandatory (MAC) and
role-based (RBAC) access control models can have a unified representation under the attributed-based (ABAC) access
control model. One can investigate different translations between any pair of these models. Given the differences in
expressive power some of these translations will not be faithful.

We have evidence that policy migration through learning might work well with a few examples of labeled execu-
tions. This might allow us to start with a rough, mostly safe, approximation and work to incrementally update the
approximations when more data become available. However such initial analysis has been carried out when the source
training dataset and the target training dataset have the same set of features. Approaches are needed for dealing with
differences in feature sets in the two datasets. One possible approach to address this issue would be to use adversarial
generative networks for domain adaptation.

Another area where learning can help is by establishing relationships between contexts. For example, it might be
possible that we have context information in the form of ontologies but no mapping between them. Providing labeled
data to learn the mapping might be much easier than generating synthetic positive and negative execution traces.

There are two important aspects of policy migration that we have not mentioned but also need attention. To carry
a migration we need to trust the migration process and the execution monitor. There is a need for the development
of trusted migration protocols. This must include trusted communication channels among the participants in the
migration (source, destination and any potential third party required during the migration) as well as the attestation of
the execution monitor and its implementation of the policy. These issues have already arisen in the context of Trusted
Platform Modules (TPMs) in Virtual Machines and Virtual Machine migrations. Trusted computing in Virtual Machines
is based on a secure virtualization of the TMP supported by the host computer. But if the Virtual Machine migrates to a
different physical server with a different TMP then a trusted protocol that preserved the trust of the execution in the
new host machine must be followed. This is the topic of [11]. It is an open question whether such protocols can be
independent of the execution monitors.
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