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ABSTRACT  

 

 

A paper published by the pseudonymous Satoshi Nakamoto back in 2008 brought forward 

the idea of applying pre-existing technologies in innovative ways to create what is known 

as blockchain. Since then, blockchains have exploded in popularity both regarding the 

variety of its applications and the amount of value moved in its transactions.  

The aim of this work is to shed light on blockchain technology and the challenge of 

regulating it. We will seek to achieve that by exhaustively explaining how it works while 

signalling the limitations and problems arising from the technologies involved; followed 

by a critical analysis of common misunderstandings regarding what blockchains can 

really do. Specifically, we will argue against their supposedly precluding all intervention 

from a central authority and erasing the need for trust. This much needed perspective will 

allow us to assess current regulation regarding data protection and protection of assets 

within blockchains and how it fails to strike the right balance between the policy concerns 

of user protection and innovation. We will discuss regulation alternatives from a 

comparative perspective and draw general regulation guidelines.  
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1. INTRODUCTION 

 

The aim of this work is to clarify the concept of blockchain technology, attack some of 

the mystique surrounding it and signal current regulation challenges.  

Blockchains are generally defined as distributed, decentralized and public ledgers. This 

definition could not be more obscure. In fact, blockchains are as their name indicates a 

chain of blocks. Each block represents a set of information that, when validated, becomes 

a part of a chain of data blocks, known as ledger. Because each block refers to the previous 

one, its order cannot be altered. Once added to the ledger, nor can its content. Each 

computer with access to the ledger, known as node, maintains the same updated version 

of data without the need of a centralized copy. With at least one node connected, the data 

is accurately stored. Protocols give guidelines as to how a new block can be validated by 

the different nodes and added to the ledger. To avoid fraud, blockchains provide different 

incentives for these guidelines to be followed.  

From a less technical perspective, blockchains have been referred to as systems of online 

democracy, capable of avoiding external influences and completely tamper-proof. The 

disparity of definitions given to blockchain technology is a sign (as well as a reason) of 

the deep controversies surrounding it. In an understandable attempt to make complex 

technology more accessible, many recur to subjective explicative definitions by exalting 

its benefits in comparison with previous technologies or the supposedly better solutions 

it provides to long-standing problems as double-spending or trust between parties. In day 

to day life, being clear is often more important than being precise. However, in the context 

of blockchain the primacy of clearness has been so overused we end up with real 

misperceptions about some of its key issues.  

In this context, the aim of section 2 is to exhaustively explain how blockchains work and 

show them for what they really are: a combination of different technologies with their 

own risks and downsides. The promised certainty, immutability and perfect security will 

be challenged from a technical and historical perspective. The information provided will 

allow for a critical and informed analysis on different aspects of blockchains in the 

following sections. 
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Section 3 seeks to dispel common misunderstandings regarding the real capabilities of 

blockchains. More specifically, I will analyse whether blockchains can achieve total 

avoidance of state intervention and whether potentially achieving that means avoiding 

centralized intervention as is usually understood. I will also discuss the requirement of 

trust, both in the system and between actors within that system.  

Finally, blockchains undisputedly have a lot of potential, but they also pose risks. 

Treatment of personal data or transactions involving huge amounts of money are a reality 

of blockchain. In the light of obvious complications as jurisdictional concerns, 

ascertaining of legal liability and the fact the only way to update protocols is to persuade 

the miners or somehow gain control of the blockchain, section 4 will pinpoint some areas 

in which traditional regulation fails to address the specific problems arising from the use 

of this technology. 

The chosen examples of data protection and protection of assets centred in 

cryptocurrencies and tokens offered in ICOs, are just an infinitesimally small part of all 

the legal challenges posed by blockchain. However, I believe them to be representative 

because of the amount of transactions in the latter case and the scope of regulation in the 

former. I further believe the lessons to be learned from difficulties and regulation 

approaches to these areas can be extrapolated to others and its analysis can prove useful 

to future endeavours to regulate services unimaginable today.  

 

 

2. BLOCKCHAINS AS A UNION OF FAR-FROM-PERFECT 

TECHNOLOGIES 

 

2.1. Bitcoin vs. Blockchain: a drop in the sea 

Blockchain is widely regarded as simply the technology behind the cryptocurrency 

Bitcoin. A quick search of the term “blockchain” in the Encyclopaedia Britannica 

provides a first entry titled “Blockchain: Bitcoin Currency” followed by “Bitcoin: 

Definition, Mining & Facts”.  
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That correlation is not entirely misguided.  It was the coder (or group of coders) acting 

under the pseudonym Satoshi Nakamoto who published a paper1 explaining how an 

electronic cash system could work with peer-to-peer technology. Months later and 

following all the precepts of that paper, Bitcoin was created. It was not the first 

cryptocurrency, as opposed to state-backed currencies, to exist. However, it was the first 

to operate in a distributed manner without the need of a central authority with power to 

control it, which on the other hand also means there was no one liable in case of failure.  

In fact, Nakamoto did not create any of the technologies enumerated in its paper2. But 

what he did was revolutionary3.  

To correctly understand that, it is useful to view blockchains as a combination of complex 

technologies. Only by individually understanding the operation of these technologies will 

be truly understood how a blockchain operates.  

Given the limited extension of this work, we will try to exhaustively go through the basics 

of the main technologies that enable blockchain. 

 

2.2. Cryptography: public-private keys and digital signatures 

First proposed by Whitfield Diffie and Marty Hellman in 19764, asymmetric 

cryptography together with provided a solution to the eternal problem of codification. 

Asymmetric cryptography consists of the division of identification between a private key 

to be kept confidential and a public key that can be shared.  

Before them, parties had to agree or share a way to decodify, which is problematic when 

disposable channels are not confidential. Private keys not needing to be shared in order 

to decodify the message solved that fundamental problem. A message can be encrypted 

using a public key and only the holder of the private key will be able to decrypt and vice 

versa.  

                                                 
1 Satoshi Nakamoto, ‘Bitcoin: A Peer-to-Peer Electronic Cash System’ (2008) Www.Bitcoin.Org. 
2 “Satoshi Nakamoto’s invention is transformative but, essentially, a combination of others’ prior ideas” in 

M. Finck, Blockchain Regulation and Governance in Europe (2018). P 147; the concept is built from 

“forgotten ideas in academic literature”: A. Narayanan and J. Clark, ‘Bitcoin’s academic pedigree’ (2017) 

Communications of the ACM. 
3 For a very enthusiastic view on this see: D. Tapscott and A. Tapscott, ‘Blockchain Revolution: How the 

Technology Behind Bitcoin Is Changing Money, Business and the World’ (2016) Sage Publications, Inc. 
4 W. Diffie, W. Diffie, and M. E. Hellman, ‘New Directions in Cryptography’ (1976) IEEE Transactions 

on Information Theory. 
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Together with innovative methods like the RSA algorithm5 asymmetric cryptography 

allows not only to securely send messages but also to digitally sign transactions to ensure 

its authenticity. As encryption is made as a function regarding the encrypted item (each 

signature is connected to a specific input), anyone deciphering my message can be sure 

that 1) the message is authentic as only with my private key could that codification have 

been made; 2) that this is exactly the message I wanted to write with no modifications in 

it. 

In words of Diffie, they understood the importance and scale of cryptography but not its 

business aspect and the interest it would raise. Nevertheless, their breakthrough in 

cryptography enabled digital communications to be secure enough for commercial 

electronic transactions to become broadly used and the dream of digital currencies more 

attainable.  

Since the seventies, other models of encryption have been developed in a never-ending 

race to secure the enormous amount of data now stored online. Some of these systems are 

said to be impossible to counter-engineer.  

However, some widely used algorithms have been found to be insecure in the past and 

there is no guarantee the same will not happen with others. An example is the algorithm 

MD5. Originally designed to work as a hash function for cryptographic purposes, it was 

found to be defective and discarded from further cryptography-oriented use6. The risk of 

cryptography failing becomes ever more daunting with innovations as quantum 

computing7.  

Strictly defeating the system is not the only way to attack it. As an example, private keys 

can be stolen. There are complex mechanisms to protect them and its storage in smart 

cards or physical storerooms, the use of protected hardware, etc., is encouraged8.  

                                                 
5 R. L. Rivest, A. Shamir, and L. Adleman, ‘A method for obtaining digital signatures and public-key 

cryptosystems’ (1978) Communications of the ACM. 
6 “One basic requirement of any cryptographic hash function is that it should be computationally 

infeasible to find two distinct messages that hash to the same value. MD5 fails this requirement 

catastrophically; such collisions can be found in seconds on an ordinary home computer.” 

https://en.wikipedia.org/wiki/MD5 
7 About the possible consequences of quantum computers for cryptography, see: M. Giles, ‘Quantum 

computers pose a security threat that we’re still totally unprepared for’ (2018) MIT Technology Review. 

Conferences on the topic, with titles as evoking as “Quantum Computing: Technology Nirvana or Security 

Armageddon?” at Stanford University, are generally available online.  
8 In fact, the author was told by a computer scientist and blockchain developer those mechanisms were not 

enough and “no human should be allowed to personally handle his secret key”. 

https://en.wikipedia.org/wiki/Computational_complexity_theory#Intractability
https://en.wikipedia.org/wiki/Computational_complexity_theory#Intractability
https://en.wikipedia.org/wiki/Collision_resistance
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A stolen key can be revoked publicly and its validity as a signing tool annulled, but the 

potential for impersonation during the time between the theft and its realization, plus the 

problems with revocation lists, among others, make the system far from perfect. Thus, a 

blockchain can still be attacked individually to create fraudulent specific transactions by, 

for example, compromising keys. 

 

2.3.Peer-to-peer networks 

In peer-to-peer networks (from now on, P2P) each participant (referred to as peer or node) 

acts both as a server and a client by actively helping to maintain the network while 

benefitting from it by sending and receiving information9.  

Napster, the first P2P network, was found liable for copyright infringement10 due to its 

centralized index that allowed access to music, films and other protected content. After 

erasing its index, finding the desired data became complicated and users finally 

abandoned it11. Other services, as Gnutella, eMule, Ares or the very popular uTorrent 

followed suit by amending what Napster could not: they lacked any discernible centre. 

Without it, following technologies were not as easy to shut down.  

P2P networks and the participation of different nodes are key for blockchains. At the same 

time, blockchains allow for alternative applications of P2Ps which, although not 

precluding its applicability to storing and giving access to music, films and other content 

for free and without permission, dramatically increment its uses to many others that we 

will seek to explore throughout this work. 

 

 

                                                 
9
 “The emergence of peer-production as an economic-and ultimately social-transformation represents, most 

importantly, a change in the menu of options for being productive in the information economy (…) 

Consumption and production are integrated, not separated, so that each individual is a "user," rather than 

either purely a "producer" or a "consumer." Y. Benkler, ‘Through the Looking Glass: Alice and the 

Constitutional Foundations of the Public Domain’ (2003) Duke Law: Law and Contemporary Problems 

173–224. 
10 For a bright early take on copyright infringement: R. S. R. Ku, ‘The Creative Destruction of Copyright: 

Napster and the New Economics of Digital Technology’ (2002) 69 University of Chicago Law Review. 
11 M. Richtel, ‘Added Value; The Rise and Fall of Napster’ (2003) The New York Times.; T. Lamont, 

‘Napster: the day the music was set free’ (2013) The Guardian. The latter discusses how with the 

appearance of iTunes, Napster became “the Pepsi to iTunes coke” which introduces our next paragraph 

point on the hardship of decentralization. 
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Why are P2P networks so essential to blockchains? Thanks to various computers being 

connected at the same time there is a decentralized copy of the stored data that remains 

secure and unchanged. All nodes should be attacked for the ledger and the information it 

contains to disappear.  

Moreover, blockchains subsist because of the work of miners. We will explain in further 

sections how consensus mechanisms and protocols work. For now, it will suffice to say 

that blockchains require several nodes working at the same time to validate transactions 

that can then be added to the ledger. Blockchains, therefore, are P2P in the sense they do 

not require a central organism to run the system. On the contrary, decentralized nodes 

work together to make it work.  

All technologies in this list have a downside, and with P2P networks that is the hardship 

of decentralization12.  

There are various reasons for this. Cooperation is not easy, as these networks often lack 

a governance mechanism, or at least a protocol to organize decision-making. They tend 

to lack a profit motive, so contributors are altruistic which often means they do not scan 

their work as thoroughly and there is no supervision on continuing developments.  

Arguably, there is also no incentive to make valuable contributions and innovate13. 

Although balanced with users’ willingness to cooperate14 (these communities have strong 

viewpoints on free sharing); the lack of centralized control remains a problem if you want 

to compete with private businesses. Finally, they are open to spam and abuse in a more 

direct way than traditional networks, as any node can have access to the network and 

fraudulently modify it, thus damaging it. 

 

2.4. The quest to viable E-Cash: distributed ledgers and consensus mechanisms  

Decentralized networks allow the storing of data without censorship by distributing it 

among nodes, but an obvious question arises: how can we prevent a node from acting 

fraudulently by changing the information that has been passed to him or uploading false 

information for their own profit? And how do we know all ledgers are synchronized?  

                                                 
12 Ideas discussed at the conference “Technical Aspects of Smart Contracts and Blockchain” by the Oxford 

Fintech & Legaltech Society (January 2019) 
13 D. K. Vassilakis and V. Vassalos, ‘An analysis of peer-to-peer networks with altruistic peers’ (2009) 2 

Peer-to-Peer Networking and Applications 109–27. 
14 Benkler, ‘Through the Looking Glass: Alice and the Constitutional Foundations of the Public Domain’. 
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Digital currency systems require that kind of security about the veracity of the inputs to 

prevent double spending (i.e., Alice has $5, Alice sends $5 to Bob and $5 to Claire at the 

same time). This kind of fraud against the system would ruin trust and destabilize any 

currency. David Chaum’s DigiCash appeared in 1989 as the first e-cash system. In 

DigiCash, control of double spending was made by a central bank. Chaum was a 

cryptographer (often referred to as “paranoid” against the “big brother”) and his aim was 

to provide anonymity to transactions15.  

A bank seeing everything users do is the contrary of anonymity, which is why he did not 

use that system. Chaum’s bank used blind signatures so it could see all transactions but 

did not know who was making them16.  

The problem was that his project went bankrupt. E-commerce was just in its beginnings 

and there was simply no demand for an anonymous system: consumers preferred easier 

mechanisms as credit cards. Moreover, Chaum had internal problems as a CEO (famously 

refused $100 million from Microsoft for his e-cash system which caused mayhem in his 

company17) and finally decided to retire.   

Never minding DigiCash’s failure, E-Cash became a focus of interest with many projects 

and academic work developed around its concept. A famous example is e-gold by 

Douglas Jackson and Barry Downey. The Patriot Act18 passed in the United States after 

9/11 affected money transfers and Jackson and Downey were accused of trading without 

a money transfer license. Meanwhile in Europe, regulations were even tougher19.  

                                                 
15 “The interlinking of relationships and the surveillance required just for practical security may become 

unacceptable. Such surveillance and linking are unnecessary when information can be made public, 

scanned, or bought and sold pseudonymously.” D. Chaum, ‘Security without Identification: Transaction 

Systems to make Big Brother Obsolete’ (1985) 28 Communications of the ACM 1030–44. 
16 As the encryption system used in DigiCash is quite complex to explain we will refer to Chaum’s work: 

D. Chaum, ‘Showing Credentials Without Identification: Signatures Transferred Between Unconditionally 

Unlinkable Pseudonyms’ Lecture Notes in Computer Science (including subseries Lecture Notes in 

Artificial Intelligence and Lecture Notes in Bioinformatics), (1986).; D. Chaum, ‘Demonstrating that a 

public predicate can be satisfied without revealing any information about how’ Lecture Notes in Computer 

Science (including subseries Lecture Notes in Artificial Intelligence and Lecture Notes in Bioinformatics), 

(1987).; D. Chaum, ‘Blinding for unanticipated signatures’ Lecture Notes in Computer Science (including 

subseries Lecture Notes in Artificial Intelligence and Lecture Notes in Bioinformatics), (1988).  
17 https://bitcoinnews.com/digicash-and-e-gold-the-cryptocurrencies-that-failed-before-bitcoin-was-born/ 
18 United States of America 107th Congress, United States of America: Uniting and Strengthening America 

by Providing Appropriate Tools Required to Intercept and Obstruct Terrorism Act of 2001 (USA Patriot 

Act) (2001).; See Sec. 373 on illegal money transmitting businesses. 
19 M. Krueger, ‘E-money regulation in the EU’ in E-Money and Payment Systems Review, (London: 

Centralbanking, 2002), pp. 239–51.; on the European Monetary Institute recommendation back in 1994 that 

“only banks should be allowed to issue e-money” and the passing of the first EU-Directive on Electronic 

Money on 27 October 2000. 

https://bitcoinnews.com/digicash-and-e-gold-the-cryptocurrencies-that-failed-before-bitcoin-was-born/
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That was the end of the experiment for centralized electronic cash systems. Having a 

central authority was problematic because of it depending on a central business (which 

like DigiCash could go bankrupt) and its need to obey existing regulations which 

ultimately rendered anonymity impossible (of course, legislators would not cooperate to 

enable anonymous transactions). Decentralizing those systems is Bitcoin’s (and thus 

Nakamoto’s20) essential contribution. They replace that central server with a public 

distributed ledger, also known as a blockchain. 

Bitcoin profits from cryptographic advances to make its users pseudonymous and enable 

them to sign their transactions with a digital signature using public-private keys. The 

ledger is formed by publicly available software and the transactions recorded are 

transparent and accessible21, but preserve anonymity as they are pseudonymous. It is also 

built on a P2P network which allows the information recorded to be decentralized in a 

myriad of different nodes. As long as one node remains connected, the others will be able 

to recover the complete information when they come back. 

To avoid double spending and related trust problems, a new technique is brought forward 

to introduce data into the ledger. Instead of a central authority, users control what 

transactions are valid and thus should be incorporated into the ledger by mechanisms of 

consensus22.  

To effectively explain this, we must begin with how each block is created. To create a 

block, the Bitcoin protocol requires proof-of-work, which can be described as 

computational power to back up a claim. All willing nodes (miners) use whatever power 

they may have to calculate something which requires a lot of that power.   

 

                                                 
20 Satoshi Nakamoto, ‘Bitcoin: A Peer-to-Peer Electronic Cash System’. Its abstract provides the best 

explanation possible on the nature of Bitcoin: “Digital signatures provide part of the solution, but the main 

benefits are lost if a trusted party is still required to prevent double-spending. We propose a solution to the 

double-spending problem using a peer-to-peer network. The network timestamps transactions by hashing 

them into an ongoing chain of hash-based proof-of-work, forming a record that cannot be changed without 

redoing the proof-of-work. The longest chain not only serves as proof of the sequence of events witnessed, 

but proof that it came from the largest pool of CPU power. As long as honest nodes control the most CPU 

power on the network, they can generate the longest chain and outpace any attackers. The network itself 

requires minimal structure. Messages are broadcasted on a best effort basis, and nodes can leave and re-

join the network at will, accepting the longest proof-of-work chain as proof of what happened while they 

were gone”. 
21 See generally available websites as www.blockchain.info  
22 Which by the way existed long before Bitcoin, but were mainly overlooked. 

http://www.blockchain.info/
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In Bitcoin, Adam Back’s Haschcash system23 is reinvented in a very ingenious way.  

Miners check the validity of the last transactions, and then search for an input that outputs 

a hash function with a certain number of zeros in its beginning. The result is easily 

verifiable (just counting those zeroes) but very difficult to attain. The amount of power 

required to find that hash is so big a miner alone would never be able to create several 

accounts or lie to the others.  

Because each block is linked to the previous one, to cheat on a block requires changing 

all blocks after it. That is, if someone changes the data all will notice it24. The only way 

to attack a blockchain is by controlling 51% of computing power within a ledger.  

Because the protocol establishes miners should vote for the longest ledger, only then 

could one work faster to develop the fraudulent ledger to become longer than the real one. 

For now, that has never happened in Bitcoin25.  

It must be made clear that Bitcoin was the first important working development, but from 

there its code has been altered to try and create better e-cash; in the same way, blockchains 

are used in more ways than cryptocurrencies by offering different services some of which 

we will discuss. They also vary in its protocols and in essential characteristics as its 

transparency.  

For now, the difference that matters the most to us is the one between public blockchains 

and distributed ledger technologies (from now on, DLTs). DLTs or private/permissioned 

blockchains are only open to certain identified users, like a union (that is why they are 

also called federated blockchains) of specific nodes. DLTs (R3’s Corda as a high-profile 

example26) solve typical blockchain problems as speed and anonymity and can reduce 

transaction costs and improve efficiency, for example in banking transfers. However, due 

to them continuing to have a centralized authority that technically owns them, they lack 

the potential for disruption public blockchain has.  

                                                 
23 A. Back, Hashcash - A Denial of Service Counter-Measure (2002).; very simply explained, a hash 

function is a one-way function that once applied to an input creates a unique output impossible to predict, 

which allows codifying a message but does not allow going back to decrypt that message.  
24 N. Arvind, B. Joseph, F. Edward, M. Andrew, and G. Steven, Bitcoin and Cryptocurrency Technologies: 

A Comprehensive Introduction (2016). 
25 For an understandable technical explanation: YouTube Channel 3Blue1Brown, Ever wonder how Bitcoin 

(and other cryptocurrencies) work? (2018). https://www.youtube.com/watch?v=bBC-nXj3Ng4;   

In that same YouTube Channel on the probabilities of a strict hack How secure is 256 bit security? (2018). 

https://www.youtube.com/watch?v=S9JGmA5_unY 
26 https://www.r3.com/; https://corda.network/ 

https://www.youtube.com/watch?v=bBC-nXj3Ng4
https://www.youtube.com/watch?v=S9JGmA5_unY
https://www.r3.com/
https://corda.network/
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2.5.  Smart contracts 

First coined by Nick Szabo27, the term “smart contract” was designed to refer to a 

“computerized transaction protocol that executes the terms of a contract”28. It is hard to 

find a more misunderstood concept in this field.  

Arguably29, smart contracts are not more than autonomous software agents30, capable of 

self-executing if the input circumstances occur. They had been around for years, but with 

the advent of Bitcoin and blockchain they were reinvented and sparked academic and 

general interest.  

This kind of relation would be referred to in the natural world as one of perfect 

mutualism31.  As Werbach and Cornell elegantly state, smart contracts “take the static 

ledger and turn it into a dynamic system”32. Thanks to them, a blockchain ceases to be a 

mere data-recorder to become an active system able to do things.  

Blockchain also benefits smart contracts by making them truly autonomous. By itself, 

Szabo’s concept “had no mechanism to guarantee enforcement or transfer of value”33. 

Code can be self-executing but by itself, that has no real consequence. Parties with control 

over the code can easily stop it from running by deleting it or re-programming it to act 

differently; which blockchain solves as once in the ledger a block cannot be amended or 

deleted.  

                                                 
27 N. Szabo, ‘Formalizing and securing relationships on public networks’ (1997) 2 First Monday. 
28 N. Szabo, ‘Smart Contracts’. 
29 There is quite a discussion on the matter. Most of the coder community accepts smart contracts as 

autonomous software agents. However, some (legal) scholars have brought forward a distinction between 

types of smart contract. As an example, as cited in A. Legerén-Molina, ‘Los contratos inteligentes en 

España: La disciplina de los smart contracts’ (2018) V Revista de Derecho Civil 193–241.; J. Stark, ‘Making 

Sense of Blockchain Smart Contracts’ (2016). separates “smart contract code” (“code that is stored, verified 

and executed on a blockchain”) from “smart legal contracts”(“ specific application of that technology: as a 

complement, or substitute, for legal contracts”). For the sake of clarity, the author will align with the 

majority view of a single term. 
30 Vitalik Buterin’s approach (Buterin is the creator of Ethereum, the biggest public blockchain for smart 

contract sharing) is useful. On 08/03 2018 he twitted “To be clear, at this point I quite regret adopting the 

term “smart contracts”. I should have called them something more boring and technical, perhaps something 

like “persistent scripts””. Other proposed definitions include “stored procedures”. 

https://twitter.com/vitalikbuterin/status/1051160932699770882?lang=es 
31 Symbiosis which is beneficial to both organisms involved (according to the Oxford Dictionary) that 

involves individuals from different species and improves their traits without them becoming co-dependent. 
32 K. Werbach and N. Cornell, ‘Contracts ex machina’ (2017) 67:313 Duke Law Journal 313–82. (p. 331) 
33 Ibid. 

https://twitter.com/vitalikbuterin/status/1051160932699770882?lang=es
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Smart contracts are still satisfactorily used outside of a blockchain but are not considered 

revolutionary34. Once in it, they will run as they are programmed to and almost nothing 

can stop them, enabling a myriad of functionalities. Admittedly, what blockchain does 

not solve is smart contracts having real consequences by its linking with real assets, a 

world avidly explored by developers. 

 

 

3. DEBUNKING COMMON ASSUMPTIONS 

 

3.1. Introducing a critical analysis on the capabilities of blockchain 

Blockchain’s development has been characterized by the making of very bold 

assumptions. It has been regarded as the new internet, as per the importance of the 

innovation. It has also been referred to as a perfectly “trustless” system capable of 

ensuring secure transactions and as the death certificate of traditional law institutions.  

The introduction of mechanisms of consensus does solve the double spending problem35 

in the sense it presents a strong case against fraud. To cheat, a 51% consensus must be 

achieved. The P2P network allows for tamper-resistant data-recording and answers the 

classis Byzantine fault or Byzantine generals problem, where some component of the 

chain might have failed but it is not possible to know which one or if there has in fact 

been a failure. Blockchains can also work without a central authority. Users are 

autonomous in their verification of new introduced data and the running of the chain 

cannot be stopped or affected by a central power.  

Nevertheless, that does not create the perfect independence from any other source that 

has been claimed, nor a completely secure system without the need for trust. Those are 

two of the most common assumptions made in regard to blockchain and it is essential to 

debunk them in order to fully understand its risks and the necessity of regulation. 

 

                                                 
34 R. O’Shields, ‘Smart Contracts: Legal Agreements for the Blockchain’ (2017) North Carolina Banking 

Institute. considers smart contracts as legal agreements for the blockchain. 
35 As explained in section 2.3 
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3.2. Central authority avoidance 

It has been argued blockchains fulfil the old cyber-libertarian dream36 to create an 

independent digital customized legal system able to rule itself.  

A very interesting study of user auto perception is Catalina Goanta’s paper37 with the 

philosopher Marieke Hopman, where they compare the Silk Road community with a legal 

order as defined by Kelsen. Silk Road was an underground marketplace operating in the 

deep web from 2011 to 2013, when it was closed by the FBI.  

Anything could be bought but given its clandestine nature most transactions involved 

illegal products as drugs and other contraband38. To understand the views of the 

community, they analyse comments of users from a publicly available database of 

information regarding Silk Road. Their findings show some users view it as an 

opportunity to operate in a perfect free market. However, others see it as a truly 

independent system and refer to it with almost patriotic messages. His founder Ross 

Ulbricht was a known libertarian. As an example, he published in his LinkedIn profile he 

wanted to “use economic theory as a means to abolish the use of coercion and aggression 

amongst mankind”39. 

Indeed, it may seem that new technologies give such levels of freedom they might escape 

centralized traditional state control and that may be a good thing. 

De Filippi provides a comprehensive theoretical attack40 to assuming taking power from 

centralized institutions is a good thing. She argues new technologies have given more 

options to citizens to act as they wish and have limited the power of the traditional 

“disciplinary society” able to influence institutions to limit the possibilities of individuals.  

                                                 
36 For an original alternative perspective, separating from the majority that hails blockchain as applicable 

to a libertarian system and arguing for its applications to a socialist model due to its transparency and 

alternative way of accountancy see S. Huckle and M. White, ‘Socialism and the blockchain’ (2016) Future 

Internet.  
37 C. Goanta and M. Hopman, Cryptocommunities as Legal Orders (2018).; I believe it is not published yet, 

but it has been presented by Catalina Goanta at a workshop by the Empirical Legal Studies Discussion 

Group at Oxford University and its counterparts from Maastricht University 
38 M. C. Van Hout and T. Bingham, ‘“Silk Road”, the virtual drug marketplace: A single case study of user 

experiences’ (2013). 
39 J. Bearman and T. Hanuka, ‘The Untold Story of Silk Road, Part 1 | WIRED’. 
40 “Protocols and Power” P.53 in P. De Filippi and A. Wright, Blockchain and the Law: The Rule of Code 

(Cambridge : Harvard University Press, 2018). 
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The interesting part is that, according to her, the state has acquired new ways to influence 

conduct. She cites Gilles Deleuze’s “society of control”41 were individuals have fewer 

problems to exercise freedom of choice but are influenced in more subtle ways, including 

a system of data gathering and code protocols that results in ubiquitous control and limit 

the possibilities of what people can do with technical limitations.  

In the end, governments and private business manage to shape behaviour in this way more 

widely than the disciplinary society. As De Filippi argues, the control is ex ante and it 

touches on the private sphere as well. Common examples are the Google search algorithm 

or Facebook’s feed algorithm, YouTube changing policy on its search engine but also in 

how it issues recommendations or on the importance given to subscriptions or the length 

of videos. She connects this idea to the fact inert algorithms are not very effective in 

shaping behaviour, but when paired with databases their effects can be devastating in 

magnitude.  

If we accept that more information to build targeted algorithms means more influence on 

human behaviour and, thus, advancement to a less free society, blockchains are a real risk 

to freedom, not an enabler, as they transform entire areas of economy into code and house 

huge amounts of information.   

De Filippi cannot be said to be a blockchain pessimistic. She defends42 blockchain’s 

potential to help create personalized legal rules. However, her theoretical approach in this 

area is worth noting to keep in mind the risks of blockchains in its impact into freedom 

of choice and its future role in our society structure. If centralized institutions are replaced 

with an “algocracy”43 of informal procedures with obscure rules dictated by software 

programmers, it is worth asking whether that should be a welcome change. 

On the other hand, escaping institutionalized control does not imply escaping centralized 

control. Although there are many Dapps and services being built on public blockchains, 

as Ethereum, a lot of that activity is performed in DLTs by private companies. Some of 

the developments in public blockchains are also supported by private companies.  

                                                 
41 G. Delueze, ‘Postscript on the Societies of Control’ Negotiations: 1972-1990, (New York: Columbia 

University Press, 1995), pp. 177–82. 
42 A. Wright and P. De Filippi, Decentralized Blockchain Technology and the Rise of Lex Cryptographia 

(2015). 
43 De Filippi and Wright, Blockchain and the Law: The Rule of Code. P. 55 
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These businesses obviously look to serve their own interests. Those interests tend to be 

to grow and generate as much income as possible. Talking about freedom when as a user 

your data, assets and persona is controlled by a private business, especially if this business 

is not constrained by regulation, seems nonsensical.  

That possible escape from centralized control has been hailed as very useful in some 

situations. Werbach44 brings forward the case of the widespread implementation of 

Bitcoin in Latin America. He argues one of the reasons for such success is using 

cryptocurrencies diminishes the risk in situations of hyperinflation and currency 

devaluation.  

He may be right in its usefulness for such a situation, but it does not fulfil the required 

avoidance of central authority. In fact, most edge services related to cryptocurrencies are 

private controlled. This happens for exchanges (Coinbase, Kraken Coinsquare), wallets 

(Coinbase, Trezor, Exodus) and also for further services as Ripple which is run in a DLT.  

He further provides the example of Argentina, which prohibited transactions with Uber 

as it was violating regulation. The service Xapo was used to continue to use Uber paying 

in Bitcoin45. This case is less clear about the desirability of having an alternative option. 

I believe the difference between the two is the factor of dependence on the central actor 

and how detrimental its actions are. Argentinians did not rely on Uber for transport and 

the actions of their government did not seek to be directly detrimental, but to uphold a 

certain rule within its jurisdiction. Situations of hyperinflation and devaluation, on the 

contrary, are extremely detrimental and people depend on its consequences unless they 

have another recourse: in this case, cryptocurrencies. The case is, then, less about reliance 

upon a central authority and more about alternative options in front of a detrimental 

situation.  

 

3.3. Trustless Trust 

Blockchains self-enforcing potential have been said to eliminate traditional required 

interpersonal trust.  

                                                 
44 K. D. Werbach, ‘Trust, But Verify: Why the Blockchain Needs the Law’ (2018) 33:487 Berkeley 

Technology Law Journal. 
45 See also: https://www.ccn.com/plugging-bitcoin-xapo-capitalizes-argentina-uber-dispute; 

https://bravenewcoin.com/insights/xapo-saves-uber-in-argentina-for-now-giving-bitcoin-major-exposure; 

https://news.bitcoin.com/uber-thriving-argentina-bitcoin/ 

https://www.ccn.com/plugging-bitcoin-xapo-capitalizes-argentina-uber-dispute
https://bravenewcoin.com/insights/xapo-saves-uber-in-argentina-for-now-giving-bitcoin-major-exposure
https://news.bitcoin.com/uber-thriving-argentina-bitcoin/
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Indeed, blockchains and smart contracts (the ones providing this automatic response) are 

useful for situation in which parties do not know each other or are allocated in different 

jurisdictions, increasing the risk of non-compliance and/or making the guarantee options 

very expensive and insecure.  

Nevertheless, its characterization as a trustless system46 capable of replacing banks and 

courts with maths and code; and statements like “blockchain is a global information 

system that has the properties of the Internet but also the functionality to enforce 

statements without a trusted intermediary: such a system is called trustless”47 or “ this 

new architecture of “trustless trust” makes it possible to trust the outputs of a system 

without trusting any actor within it”48; go too far. They create a perfect opportunity for 

misconceptions to arise.  

Interesting perspectives include that of Berg, Davidson and Potts49, who apply Oliver 

Williamson’s transactions cost analysis to blockchains and consensus mechanisms in 

order to prove they are trust machines more than trustless systems.  

They part from the economics perspective that trust is a mechanism to overcome 

opportunism. Given that opportunism is a possibility, mere promises of co-operation tend 

to not be enough to ensure the correct perfection of the transaction, which creates the need 

for safeguards and guarantees. This usually has an important cost. Rather than arguing 

that blockchains act as an alternative and cheaper safeguard thus reducing transactions 

costs (let’s not forget miners are paid transaction fees for their validating work), they 

argue blockchains eliminate the possibility to engage in opportunist behaviour50 and thus 

the need for safeguards at a cost to a third party (the miners).  

As their argument seeks to prove the “industrialisation of trust” they conclude by defining 

blockchains as machines turning “energy-intensive computation into economically-

valuable trust”51 and hoping they will develop into more efficient machines. However, 

their three-sided bargain analysis proves our point of a trust re-allocation.  

                                                 
46 R. Hoffman, ‘Reid Hoffman: Why the blockchain matters’ (2015). 
47 G. Wood and J. Steiner, ‘Trustless computing—The what not the how’ (2016) New Economic Windows. 
48 K. D. Werbach, ‘Trustless Trust’ (2017) SSRN Electronic Journal. 
49 C. Berg, S. Davidson, and J. Potts, Blockchains Industrialise Trust (2017). 
50 Only for specific blockchain transaction with self-enforcing mechanisms and even then not at all times, 

we have previously pointed out some of the caveats technologies involved in blockchain systems require 
51 Ibid. 



16 

DEMYSTIFYING BLOCKCHAIN  

The work of miners may take away the option for users (buyers and sellers creating the 

inputs) to behave opportunistically, as the system may be self-enforcing, and compliance 

assured. But that is achieved by the workings of the new party in the bargain, miners. 

Who have deep incentives to follow the blockchain protocol but continue to have the 

power to act differently if so they wish.  In Berg et al the trust machine does not eliminate 

the need for trust or the free-riding option, it reallocates the opportunity for the latter to 

miners (while exposing the transaction to hacks and malfunctions) and modifies the 

former to include a complex system of technology and actors within this system that are 

not infallible.  

The fact that blockchains may be a cheaper guarantee option, reducing the need for 

intermediaries, is not the same as saying trust is no longer required. A guarantee (the 

blockchain) continues to be necessary and it may not perform as well as expected due to 

various reasons.  

Moreover, this new guarantee may depend upon “third parties” (miners) according to 

Berg et al or upon the system (blockchain) in itself. Werbach’s call to trust the system, 

nor the participant52, is not remotely as attractive when the system has flaws we may not 

understand and the consequences of which will not protected by any remedy supplied by 

a court of law due to blockchains operating mainly in an a-legal environment.  

That this “fundamental re-allocation of trust” may backfire is argued by Zou et al53. 

Especial importance should be given to the problems, risks and downsides each of the 

technologies involved in blockchains have54. Bugs and hack attacks are quite 

commonplace, especially in edge services. As Nick Szabo, creator of the term “smart 

contracts” and general tech guru twitted in June 2017 “Bitcoin is the most secure financial 

network on the planet. But its centralized peripheral companies are among the most 

insecure”55.  

 

                                                 
52 Werbach, ‘Trust, But Verify: Why the Blockchain Needs the Law’. 
53 M. Zou, G. Cheng, and M. Soria Heredia, ‘In Code we trust? Trustlessness and smart contracts’ (2019) 

Computers & Law (Society for Computers and Law) 39–43. 
54 See section 2: quantum computers and possibilities to break encryption; individual attacks to private keys 

or human mistakes enabling thefts; the possibility of sybil attacks or failure of consensus mechanisms by 

for example too powerful mining pools; among others.  
55 https://twitter.com/nickszabo4/status/876244539211735041?lang=es 

https://twitter.com/nickszabo4/status/876244539211735041?lang=es
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It is worth questioning why the discourse of a perfectly trustless system is nevertheless 

maintained within this climate of insecurity. Vidan and Lehdonvirta56 identify several 

strategies enabling these: assuming actors will adhere strictly to economic rationality, 

appealing to technical expertise and keeping non-experts out of the inner workings of this 

services and use misleading rhetoric combining people and devices, thus losing 

perspective there are actually fallible humans behind each node and service provided.  

That turns the attention to the power of coders, miners and those computer-literate, to 

whom this new mechanism of safeguard is entrusted. Zou et al further argue this new 

trust rests upon coders’ “ability and intention” and signal to the risks posed by a potential 

absence of interest alignment between developers and users (with the possible result of 

the latter being abused).  

All of it, especially worrying in a context with a heavy lack of regulation and huge 

asymmetry of information, as the objective possibility to access data is not the same as 

each individual’s ability to do so, especially when coding language is used and advanced 

technological knowledge required to make sense of it all. 

Moreover, hacks may always happen but given some of them are due to bugs or mistakes 

in the code the question of liability arises. Crowd-working in Ethereum is fascinating and 

desirable, but with smart contracts being built in that will have direct access to real-world 

assets some control ought to be exercised on the quality of the software uploaded and the 

possible responsibility in the event of malfunctions.  

In this context, it is arguably so that 1) blockchains do not erase the need of trust nor 

provide an alternative to traditional trust-building mechanisms; 2) blockchains present 

new risks and, as opposed to traditional safeguarding mechanisms, lack the regulation 

and control to protect users from abuse.  

 

 

 

                                                 
56 G. Vidan and V. Lehdonvirta, ‘Mine the gap: Bitcoin and the maintenance of trustlessness’ (2019) 21 

New Media & Society 42–59. 
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4. LEGAL ISSUES ARISING: REGULATION CHALLENGES 

 

4.1.Data Protection 

The nature of blockchains gives rise to a variety of problems. In this section, we will focus 

on problems regarding personal data and new data protection regulation. 

Firstly, it is technically possible to track the movements of a certain account57. These 

accounts are pseudonymous so they cannot be directly linked to the real identity of their 

owner but being able to see all their actions can provoke that identification58.  

De Filippi provides a useful example59 by explaining how researchers from the University 

of San Diego and George Mason University identified clusters of merchants and 

consumers applying transaction graph analysis (tracking flows of money) to transactions 

recorded in the Bitcoin blockchain. 

The code underlying each transaction on a public blockchain is completely public and 

immutable, in the sense that in general it can only be changed by an agreement to perform 

a fork by at least 51% of working nodes. Should the real-world identity behind an account 

be disclosed, all information on its actions would remain public without the possibility to 

erase it. This is especially worrying given the reality of mistake-enabled identification60. 

Secondly, there is discussion on whether blockchains will be able to comply with 

regulations as the recent European Union Data Protection Regulation (GDPR)61 seeking 

to protect the right to data privacy62.  

 

 

                                                 
57 See A. Kosba, A. Miller, E. Shi, Z. Wen, and C. Papamanthou, ‘Hawk: The Blockchain Model of 

Cryptography and Privacy-Preserving Smart Contracts’ Proceedings - 2016 IEEE Symposium on Security 

and Privacy, SP 2016, (2016). On the lack of privacy of smart contract transactions recorded in a blockchain 

and F. Reid and M. Harrigan, ‘An analysis of anonymity in the bitcoin system’ Security and Privacy in 

Social Networks, (2013). On how data can be used to track users without the need to decrypt. 
58 Satoshi Nakamoto, ‘Bitcoin: A Peer-to-Peer Electronic Cash System’. Suggests changing keys for each 

transaction to prevent identification 
59 De Filippi and Wright, Blockchain and the Law: The Rule of Code. P.39 
60

 As has been explained in section 2, it is not necessary to break cryptography to identify a party on a 

blockchain, human mistakes are more generalized than it seems and private keys can be compromised 
61 Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the 

protection of natural persons with regard to the processing of personal data and on the free movement of 

such data, and repealing Directive 95/46/EC (General Data Protection Regulation). 
62 In the European case, as enshrined in Article 8 of the Charter of Fundamental Rights 
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A first question to contemplate is whether stored information qualifies as personal data 

defined as “any information relating to an identified or identifiable natural person”63. 

Michèle Finck64 points out only truly anonymous information ceases to be personal, as 

opposed to the current pseudonymous system of blockchains65. She further argues typical 

transactional data stored in the validated blocks can include personal data, but so are 

public keys. 

Blockchains due to their nature may necessarily violate legal principles as it just cannot 

prevent the application of public keys -which can be seen in the public ledger as identifiers 

of the transaction. It may also necessarily violate principles as the right to be forgotten66. 

Focusing on the European Union, the GDPR establishes substantive obligations. As an 

example, it specifies that data must be accurate and updated67 and protects the right to 

rectification and deletion of personal data. These rights must be easy to exercise68. It is 

patent such requirements are not easy at all in blockchains.  

For developers as Jutta Steiner (founder of Parity.io and former security chief for 

Ethereum) is clear that there is “no such thing as the deletion of personal data” in 

blockchain69. Such capabilities must be introduced by design into the technology, but 

such a feature simply cannot be accommodated into the blockchain rationale.  

Some70 defend precisely by modifications in the design principles blockchain technology 

could be made GDPR-compliant. For example, converting public blockchains into private 

ones and changing consensus mechanisms such as proof of work to “consensus by 

authority”71, in which allowed parties, or third parties have the responsibility to add 

blocks to the chain. Other options would include storing all information off-chain and 

using the chain to simply hold proof the data is valid72.  

                                                 
63 Ibid. GDPR Article 4(1) 
64 Finck, Blockchain Regulation and Governance in Europe. P 92 
65 Taking into account we will introduce recently developed anonymous systems later on 
66 Article 17 GDPR 
67 Article 5(1)(d) GDPR 
68 Ibid.  
69 Extract from D. Meyer, ‘Blockchain technology is on a collision course with EU privacy law’ (2018).; 

where Jutta further states “I can't see the regulators being so stubborn as to not adjust the regulation. … 

They'll just see the other countries will use the technology and Europe is at a disadvantage.” 
70 C. Kuner, F. Cate, O. Lynskey, C. Millard, N. Ni Loideain, and D. Svantesson, ‘Blockchain versus data 

protection’ (2018) 8 International Data Privacy Law 103–4. 
71 Ibid. 
72 Finck, Blockchain Regulation and Governance in Europe. P 95 
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This would completely annihilate the characteristics that make blockchain interesting and 

revolutionary. Arguably, should those proposals be applied, that would mean a de facto 

elimination of blockchain from European dominions. It has been argued the GDPR has 

already become too old and fails to accommodate how this technology works73, thus 

potentially leaving Europe outside of the race to conquer blockchain capabilities.  

That is not to say there are no ways to accommodate to the GDPR, which might be a good 

incentive to collect less data from users or develop new mechanisms to hide it from the 

public (perhaps cryptography?), although it remains arguable how that would harm 

transparency. It can also have really positive consequences in edge services surrounding 

blockchains that now collect very sensitive data without much control74. What it does 

mean is we may have a clash of principles: right to data protection v. innovation75.  

A further problem is how the GDPR understands transactions. Article 28 focuses on 

situations whereby a processor operates commissioned by a controller. That is the most 

complex situation the GDPR provides an answer for. It is not clear at all how liability 

would work in a decentralized P2P network with hundreds of nodes spread across the 

planet where there is no specific controller. Finck76 signals nodes do not qualify as joint 

controllers either as, under Article 26(1), that categorisation requires that they “jointly 

determine the purposes and means of processing” which requires a “clear and transparent 

allocation of responsibilities). Most blockchains have developers, users and miners 

working separately, each applying their own criteria in regards of the other classes and 

within their own class. Each developer or miner (it is not clear who would be the 

controller as both have freedom to act up to some point but are controlled by the other) 

follows their own agenda.  

Furthermore, proposals as storing data off-chain would not facilitate identifying a 

controller, as the data would still need to be distributed among nodes for it to be reliable.  

                                                 
73 Meyer, ‘Blockchain technology is on a collision course with EU privacy law’. 
74 As an example, wallet services store user cryptos and information, including private keys. 
75 For a very useful caveat on the use of dichotomies see: J. P. Quintais, B. Bodó, A. Giannopoulou, and V. 

Ferrari, ‘Blockchain and the Law: A Critical Evaluation’ (2019) 1 Stanford Journal of Blockchain Law & 

Policy. P. 25-26 
76 Finck, Blockchain Regulation and Governance in Europe. P 100 
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Strict enforcement of the GDPR77 would pose a serious deterrent for blockchain 

developers in the face of uncertainty on what they are allowed to do and the seriousness 

of consequences they may face.  

Thirdly, it is important to note that problems of identification or preservation of the right 

to privacy as understood by legal professionals may not be in the minds of blockchain 

developers and users at all. The concept of self-sovereign identity is quite widespread 

within the community. The idea that we should be allowed to “place identity back under 

our control”78 bringing user autonomy to its maximum expression: allowing absolute 

control over digital identity. Perhaps too focused on edge cases (people with stolen 

identities, prosecuted innocents, undocumented migrants), this concept seeks to reallocate 

the power to track a person from the institutions that now hold it to that same person and 

their own will-power. That is, someone that does not want to be found should not be 

found. It also seeks to ensure users give consent to any use or recording of their data as 

well as complete transparency and care for the user’s rights from operators.  

Some developers seem to truly believe in self-sovereign identity (SSI) as a Robin Hood 

rebellion79, about “the little fish” being able to compete “with the big fish”80 by regaining 

sovereignty over their identity and their data online. This thesis is not without base. 

However, the SSI approach81 seeks to defend it in such absolute levels that it fails to 

provide answers to problems that may arise from parties choosing not to be identifiable. 

Resulting in a perfect mechanism to avoid taxes, launder money or fund criminal 

organisations -just to name a few-, with impunity.  

Apart from real SSI being difficult to achieve due to tech constraints among others (as an 

example, transparency may mean you can be tracked), it is not clear whether achieving it 

is desirable or whether current regulation is a more secure way to achieve that same result. 

                                                 
77 Which among others imposes to controllers the responsibility to comply “by design” (Article 25(1) 

GDPR) with the regulation 
78

 C. Allen, ‘The Path to Self-Sovereign Identity’ (2016). 
79

 As an example see Ethereum developer S. Baker Mills, ‘Designing for Blockchain: What’s Different and 

What’s at Stake’ (2018).: “This was an opportunity to give people back control of their data and help 

them, not centralized institutions, monetize it, if they wanted. This is when blockchain started to feel like a 

revolution. When you take away all the barriers and give control back to people, the little fish can compete 

with the big fish.” 
80

 Ibid. 
81 “It should be transparent to natural persons that personal data concerning them are collected, used, 

consulted or otherwise processed and to what extent the personal data are or will be processed. The principle 

of transparency requires that any information and communication relating to the processing of those 

personal data be easily accessible and easy to understand, and that clear and plain language be used” could 

be a phrase to defend SSI but is in fact an extract of principle (39) of the GDPR. 

https://www.youtube.com/watch?v=pwoVErDOH3A
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A suggested solution to the above-mentioned (legal) problems has been the use of DLTs 

instead of blockchains so a central authority can more easily intervene to erase or modify 

data. However, this does not only defy the purpose of having an imputable record account 

but relies completely on the workings of a private business.  

Closely linked to that, some argue without them being immutable, blockchains lose their 

purpose. The so-called “reorgs” after block reorganization, consisting on modifying or 

erasing previous data from the chain by sheer majority-power, are heavily contested. A 

real case studio is that of The DAO, a decentralized autonomous organization that had 

funds stolen due to a bug in a smart contract code. To reverse the theft, Ethereum had to 

ask for a hard-fork so more than 51% of the nodes would vote “fraudulently” to amend 

the undesired transaction. The manoeuvre was a success and most of the funds were 

returned but the discussion on the ethics of the operation within the blockchain 

community remain.  

Although it has been suggested reorgs will become heavily used in the future82 and they 

would indeed be useful to accommodate current remedies that might be imposed by a 

court (such as rectification), recent experiences signal to the contrary. On May 2019 

Binance, one of the most important Bitcoin exchanges lost around $40 million from one 

of its wallets after a hack attack83. A reorg was suggested but the idea was rapidly 

abandoned. Reorganizing Bitcoin would risk its credibility and reputation as censorship-

resistant, risk splitting the community and the chain in two as happened with Ethereum84 

and set a dangerous precedent that the chain can be tampered with. Moreover, it is not 

technically easy to do so. As blocks are being added every ten minutes and all blocks after 

the theft should be amended, such a move becomes more expensive each minute that 

passes. Binance would also need to persuade at least 51% of miners (currently distributed 

among 4 to 5 enormous mining pools) to accept the change and pay them for the extra 

work85.  

                                                 
82 E.g. A. Hamacher, ‘Multicoin’s Tushar Jain: why blockchain “reorg’s” will work - Decrypt’ (2019). 
83 E. Lam, ‘Binance Hack: 7,000 Bitcoin Worth $40 Million Stolen By Hackers’ (2019); C. Chiddle, ‘$44 

Million Binance Crooks Shuffle 7 Crypto Wallets with Stolen Bitcoin’ (2019). 
84 The old Ethereum is still working, supported by a minority of non-conformists that believe the hard-fork 

should not have been performed. 
85 They currently receive 12.5 bitcoins per added block (with each bitcoin worth around 7.037,14€ on 15 th 

May 2019 thus 87.964,25€ per block). Creating al alternative chain does not only mean computing power 

cost but the loss of opportunity to be the first to create blogs if your option is not the majoritarian, as miners 

would be divided. The cost would even be dependent on the amount of mining pools persuaded by Binance. 
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The idea is so sacrilegious, Zhao Changpeng -CEO of Binance- had to apologize for even 

considering a reorg. His tweet from 8th May 2019 “not the best of days, but we will stay 

transparent” suggests up to what extent the bitcoin community values the immutability of 

its chain.  

The DAO adventure shows a reorg is possible, so information can be erased or modified 

and the right to be forgotten preserved or courts decisions complied with. Nonetheless, 

the recent Binance situation is proof reorgs are not well-accepted for now. If reversing 

thefts is not deemed good reason enough to perform a reorg in a community where morals 

and a sense of justice drive collective decisions; it is not likely a court decision will be. 

Finally, the creation of truly anonymous devices has lately gained traction as another 

solution to data protection issues.  

As an example, Zerocoin86 proposed applying cryptography to Bitcoin’s public ledger to 

unlink transactions from the origin of the payment. Its evolution Zerocash87 seeked to go 

even further and hide not only the origin of the payment but also its destination and the 

amount transferred. More recent endeavours worth noting include Zcash88 (improving 

Zerocash). Other solutions include “adding noise to the data”89 by linking together 

transactions indiscernibly or ring signatures tie transactions to a variety of signatures. 

Although only one is truly used it is not possible to see which one.  

Identification would not be possible, and neither would be seeing what each account does 

with its funds, solving the issue of privacy. It remains unclear if they solve the issue of 

privacy of public keys, if we accept those as personal data to be protected. Nevertheless, 

as it will be discussed in the next section, such innovations pose a very real threat to our 

ability to regulate and control what happens online.  

 

 

                                                 
86 I. Miers, C. Garman, M. Green, and A. D. Rubin, ‘Zerocoin: Anonymous distributed e-cash from bitcoin’ 

Proceedings - IEEE Symposium on Security and Privacy, (2013). 
87 E. Ben-sasson, A. Chiesa, C. Garman, M. Green, I. Miers, and E. Tromer, ‘Zerocash : Decentralized 

Anonymous Payments from Bitcoin ( extended version )’ (2014) IACR Cryptology ePrint Archive. 
88 M. Peck, ‘A blockchain currency that beat s bitcoin on privacy [News]’ (2016) IEEE Spectrum.; see 

https://blockgeeks.com/guides/zcash/ for a very detailed technical explanation 
89 As explained by Finck, Blockchain Regulation and Governance in Europe. P 98; she further states similar 

mechanisms have already been applied to Bitcoin and Ethereum. 

https://blockgeeks.com/guides/zcash/
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4.2. Protection of assets 

 

4.2.1. Framing the discussion: cryptocurrencies and digital tokens 

Blockchains are home to cryptocurrencies and other financial products as the famous 

Initial Coin Offerings (ICOs) and huge varieties of tokens and crypto assets. The 

possibilities to link real-world assets (e.g., bank accounts, registered assets, real estate) 

are being explored and developed and will only increase in popularity in the near future.  

Such amounts of value being passed around are certainly relevant to regulators, wishing 

to prevent tax-avoidance, money-laundering, and other financial offences as well as to 

protect the property of the legal owners. It also enhances user trust in the system90 

especially when “obscure” new technologies are involved and aids its more mainstream 

adoption91.  

It must be clarified that, due to the limited extension of this work, we will focus on 

regulation of cryptocurrencies and digital tokens and leave out that referred to other 

services involving blockchains that would touch on other areas of law. We believe the 

example of these kind of financial services is the most representative one because of its 

quantitative importance and it being where most regulation has been developed.   

 

4.2.2. Regulating by analogy 

The world of blockchain seems divided between those who believe they will displace 

traditional institutions and make law irrelevant and those who see it as an uncontrollable 

threat. Werbach and others (e.g., De Filippi and Wright92) suggest ways to regulate this 

emerging field without undermining blockchain’s nature, the possibilities for innovation 

and the appearance of new markets.  

 

 

 

                                                 
90 Finck, Blockchain Regulation and Governance in Europe. P 152 
91 Werbach, ‘Trust, But Verify: Why the Blockchain Needs the Law’. 
92 P. De Filippi and A. Wright, Blockchain and the Law: The Rule of Code (Cambridge: Harvard University 

Press, 2018).  
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The clearest example of this is the exploding token market. To clarify the term, “token” 

can represent anything (a value, stake, voting right…). The most common use of tokens 

in cryptocurrencies93  is for them to represent a utility, an asset of a company that is 

usually offered to investors in public sales called initial coin offering (ICOs). ICOs are 

referred to as crowdfunding for new projects, but they remain a sale as something is given 

in exchange of the funds, normally a share on the company, the promise to share future 

benefits, voting and governance rights or the opportunity to use that service when 

developed.  

It has been argued that the similarities between tokens, ICOs, etc. and traditional financial 

instruments are such they should be required to comply with the same regulations: “if it 

quacks like a duck, it should be regulated as one”94. Indeed, some regulation has been 

developed inspired on this maximum.  

The Swiss Financial Market Supervisory Authority (FINMA) has classified tokens into 

three categories95. Payment tokens (synonymous to cryptocurrencies), utility tokens 

(intended to provide users with a product or access to a service) and asset tokens. The 

latter encapsulates the majority of them, those tokens that represent assets such as 

“participations in real physical underlyings, companies, or earnings streams, or an 

entitlement to dividends or interest payments”. FINMA equates asset tokens to equities, 

bonds and derivatives as “analogous in their economic function”.   

FINMA issued on February 2018 a very illustrative guideline on its regulatory 

framework96. Payment ICOs where the token is a mere form of payment require 

compliance with anti-money laundering regulations. On the other hand, ICOs of Asset 

tokens will see those tokens treated as securities. Utility ICOs will not normally be treated 

as securities unless they function as an investment in some way.  

Security regulation seeks to ensure investors can base their decision relying on a valid 

defined set of information. Therefore, they are stricter. However, the success of the Swiss 

environment to attract innovation may be related to the extent of the measures relating to 

securities (looser than in other countries).  

                                                 
93 https://blockgeeks.com/guides/security-tokens/ 
94 Werbach, ‘Trust, But Verify: Why the Blockchain Needs the Law’. 
95 https://www.finma.ch/en/news/2018/02/20180216-mm-ico-wegleitung/ 
96 FINMA, Guidelines for enquiries regarding the regulatory framework for initial coin offerings (ICOs) 

(2018). 

https://blockgeeks.com/guides/security-tokens/
https://www.finma.ch/en/news/2018/02/20180216-mm-ico-wegleitung/
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Self-issued uncertified securities and public offering of securities remain unregulated 

under the Stock Exchange Act (SESTA). The problem comes when securities are issued 

to the general public (Art. 2 para. 3 Stock Exchange Ordinance, SESTO) and even more 

is the offer is conducted in a professional capacity (Art. 3 para. 2 SESTO)97.  

This regulation has been praised for its clarity on the applicability of each act, general 

transparency and good-natured intent: preventing fraudulent and law-circumventing 

practices while preserving innovation98. Its ultimate reliance in case-to-case assessment, 

the opportunity it provides to make enquiries before investing or launching an ICO to 

better comply and leaving an open door to improve regulation in collaboration with the 

private sector have been regarded as highly successful.  

What is even more important, the application of guidelines and framework regulation has 

been argued as fostering Switzerland as a preferred location for ICOs and exchangers and 

governmental support as vital in supporting “Switzerland’s bid to become a crypto 

nation”99.  

Other countries are following suit with more or less success. The US Securities and 

Exchange Commission (SEC) has certain guidelines100 so abstract that they do not clarify 

much. Irwin and Dawson101 in a very recent article on comparative regulation, signal the 

significant lack of regulation relating to cryptocurrencies in the US and its poor 

effectivity. They argue that “where regulation has been introduced, it has often proven 

too costly to implement, thereby, stifling Bitcoin industry growth, or too ad hoc to 

function effectively”. Regulation must be clear, consistent and cheap to apply or it will 

damage entrepreneurship in the field.  

Jackson and Jackson102 cite Joshua Ashley Klayman, chair of the Legal Working Group 

of the Wall Street Blockchain Alliance, saying “It appears to me to be happening with 

greater frequency that certain token sales are trying to avoid selling tokens to US 

persons”. They argue the reason of this is fundamental unclarity of regulation.  

                                                 
97 Ibid. 3.3. Legal Implications of treatment as a security 
98 M. L. Rattaggi, ‘Opinion: Assessing FINMA’s ICO Guidelines – Good, but room for improvement’. 
99 P. Sprenger, ‘FINMA’s ICO Guidelines’ (June 2018). 
100 https://www.sec.gov/ICO; https://cointelegraph.com/news/us-sec-highlights-dedicated-ico-guide-amid-

ongoing-regulatory-debate 
101 A. S. M. Irwin and C. Dawson, ‘Following the cyber money trail’ (2019) 22 Journal of Money 

Laundering Control 110–31. 
102 J. Jackson and O. Jackson, ‘Cryptocurrency exchanges avoiding the US due to confusing regulation’ 

(2018) International Financial Law Review. 

https://www.sec.gov/ICO
https://cointelegraph.com/news/us-sec-highlights-dedicated-ico-guide-amid-ongoing-regulatory-debate
https://cointelegraph.com/news/us-sec-highlights-dedicated-ico-guide-amid-ongoing-regulatory-debate
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As an example, current regulation in the US requires that cryptocurrency exchanges 

register as money transmitters and comply with money laundering and know-your-

customer rules. Until now, only trading of security tokens required this kind of measures. 

Nevertheless, very recently, the Financial Crimes Enforcement Network (Fincen -where 

money transmitters must register) published a letter sent to Senator Ron Wyden, stating 

that an exchange would need to register as a money transmitter. What is interesting is that 

nothing about securities was said. Jackson and Jackson point out US-based projects 

already have to clarify when an item is a security (which is not clear as the definition in 

US law is 72 years-old and has many overlapping tests) and comply with applicable laws 

that include quite burdensome treatment of initial public offerings (ICOs) of securities, 

they argue the possibility to extending that to all tokens is too much. Thus, many 

companies will continue to decide to avoid the US altogether. Their take on this103 is 

questionable especially as other jurisdictions as Switzerland have succeeded in requiring 

certain actions from security ICOs. But they may be right on how confusing the general 

situation is and its acting as a deterrent for investment. 

 

4.2.3. Comparative approaches 

State approaches to cryptocurrencies and related financial services vary widely. A huge 

research endeavour on comparative regulation in the area has been elaborated 104.  

Common actions include notices on the dangers of investing in cryptocurrencies and 

highlighting the differences between them and fiat currencies issued and guaranteed by 

states. The opportunities they provide for irregular financing and its high volatility are 

other common warnings.  

                                                 
103 They have further argued in  J. Jackson and O. Jackson, ‘PRIMER: cryptocurrency ICO regulation in 

the US’ (2018) International Financial Law Review. That even compliance with securities regulation is 

difficult for start-up companies and requiring even less (for security-analogous tokens) would help see more 

ICOs registered in the US.  
104 Legal Research Directorate staff, Global Library of Congress of the USA, Regulation of Cryptocurrency 

Around the World (2018). 
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Interesting examples of this warnings and notices have been issued, with different 

approaches, by the European Union105, Australia106, Hong Kong107 or Saudi Arabia108 

among others. 

Others simply ban any practice related to investment in cryptocurrencies109. Related 

practices include issuing guidelines to banks prohibiting any trading with 

cryptocurrencies, as done by Qatar with bitcoin110. 

On the other side of the spectrum, the comparative study further signals alternative 

practices as countries attempting to create their own cryptocurrencies (Venezuela, 

Lithuania, Marshal Islands)111. 

On the issue of taxation, that same report compares approaches. From Israel were cryptos 

are taxed as assets, to Bulgaria where they are taxed as financial assets, Switzerland’s 

treatment as foreign currency or Argentina and Spain taxing them through income taxes. 

                                                 
105 Ibid. P.28: “On February 12, 2018, the European Supervisory Authorities for securities (ESMA), 

banking (EBA), and insurance and pensions (EIOPA) jointly issued a warning to consumers regarding 

virtual currencies, stating that they are “highly risky and unregulated products and are unsuitable as 

investment, savings or retirement planning products. The warning complements the earlier two statements 

by ESMA on initial coin offerings (ICOs) in November 2017”. 
106 Ibid. P. 111: “The Australian Securities and Investments Commission’s (ASIC’s) MoneySmart website 

provides information on virtual currencies and sets out various risks associated with buying, trading, or 

investing in such currencies.635 These include the fact that there are few safeguards because the exchange 

platforms are generally not regulated; large fluctuations in value; possible theft by hackers; and the 

popularity of virtual currencies with criminals. A separate page provides information about initial coin 

offerings, which ASIC calls a “high-risk speculative investment.” 
107 Ibid. P. 108: “On February 9, 2018, Hong Kong’s Securities and Futures Commission (SFC) alerted 

investors to the potential risks of dealing with cryptocurrency exchanges and investing in initial coin 

offerings (ICOs).” 
108 Ibid. P.88: “The Saudi Arabian Monetary Agency (SAMA) has issued a warning against bitcoin because 

it is not being monitored or supported by any legitimate financial authority”. 
109 See https://www.loc.gov/law/help/cryptocurrency/world-survey.php showing that “Some jurisdictions 

have gone even further and imposed restrictions on investments in cryptocurrencies, the extent of which 

varies from one jurisdiction to another.  Some (Algeria, Bolivia, Morocco, Nepal, Pakistan, and Vietnam) 

ban any and all activities involving cryptocurrencies.  Qatar and Bahrain have a slightly different approach 

in that they bar their citizens from engaging in any kind of activities involving cryptocurrencies locally, but 

allow citizens to do so outside their borders.  There are also countries that, while not banning their citizens 

from investing in cryptocurrencies, impose indirect restrictions by barring financial institutions within their 

borders from facilitating transactions involving cryptocurrencies (Bangladesh, Iran, Thailand, Lithuania, 

Lesotho, China, and Colombia).” 
110 Circular No. 6/2018, Central Bank of Qatar (Feb. 2, 2018),http://www.qcb.gov.qa/sitelists/CircularsTo 

Banks/Lists/Circulars/Attachments/173/Circular%20no.%206-2018.pdf,archived at 

https://perma.cc/AKG5-TJLF: “Bitcion is illegal and not issued against liability from a central bank or a 

government for exchange of its value in return of issued currency” and “Qatar Central bank urges all banks 

operating in Qatar not to deal with Bitcion, or exchange it with another currency, or open an account to deal 

with it, or send or receive any money transfers for the purpose of buying or selling this currency.” 
111 Legal Research Directorate staff, Global Library of Congress of the USA, Regulation of Cryptocurrency 

Around the World (2018). 

https://www.loc.gov/law/help/cryptocurrency/world-survey.php
https://perma.cc/AKG5-TJLF
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Countries as Denmark replicate that taxing through income taxes but allow deductions 

for losses. A surprising fact is the mining of cryptocurrencies is mostly not taxed, with 

exceptions as Russia.  

That same study provides very illustrative graphics as the following. Comparing the 

studied countries regarding their application of tax laws to cryptocurrencies (in blue), 

anti-money laundering and anti-terrorism financing laws (yellow) or both (pink).  

 

 

 

All of this has been conceptualized as a jurisdiction race to attract investment. However, 

following a very broad analysis, it could be said that whereas the original trend to appeal 

to businesses was to provide little regulation; more recently it seems countries have begun 

regulating and giving more information on how and why they do so. It seems the aim of 

doing that is not only to protect users, but to ensure wellbeing of the economic system on 

its own. This would support our previous affirmation that legislation is needed to enhance 

mainstream application of new technologies.  

 

4.2.4. Regulating through the middleman: from banks to edge services 

A cheaper option to guarantee enforcement where other options fail may be to 

decentralize it in a similar way as has been done previously with the internet.  
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Exchange services and other edge services providers can be asked to police certain 

transactions. Most users resort to them not only as exchanges but to use the blockchain 

more easily or save their digital assets (wallet services) so they have plenty of information 

on what is going on as well as the ability to stop it112.  

It is not an easy option as although centralized, there are a myriad of edge services 

providers of very different sizes and especially the small start-up ones may not be legally 

established in a jurisdiction. However, our previous experience with the internet might 

serve as proof services online tend to centralize, in the sense big companies are favoured 

before small ones. Those big companies are established in a jurisdiction and are easier to 

compel to comply with regulation, because they have more to lose and less ability to hide 

or escape.  

The authors of the recent Binance hack113 have not been traced yet. One of the easiest 

ways by which that could be done is identifying them in cryptocurrency exchanges. For 

cryptocurrencies to become fiat currency (e.g., dollars, euros, etc.) they need to go 

through an exchange some companies provide. These companies, classified among edge 

services surrounding blockchains, provide services analogue to those of classical finance 

companies (in the case we are discussing by turning cryptocurrencies into fiat currency) 

and are luckily mostly centralized. 

However, most cryptocurrency exchanges simply do not follow these regulations both 

because they choose not to or apply them in a lax and thus ineffective way, or because 

they move or are based in countries that do not yet possess up-to-date regulation. The 

case of Binance is a clear example that should very basic rules as know your customer 

(KYC) rules requiring client identification be complied with, thieves could be traced or 

at least it would be most likely to do so. The same happens with anti-money laundering 

(AML) rules.  

Another way to identify accounts is where funds are used for off-chain operations, where 

the receiver can notify, or the transaction can be tracked from its original source.  

Further development of innovations as Zcash, enabling real anonymity, will bring current 

difficulties up to unseen levels by potentially rendering those measures impossible.  

                                                 
112 On a discussion of the necessity of intermediaries in the world of cryptocurrencies and governments’ 

ability to control its appearance / control them see C. Harwick, ‘Cryptocurrency and the problem of 

intermediation’ (2016) Independent Review. 
113 See previous section 
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Without a central authority (e.g., a bank) to control transactions or edge services being 

used to police transactions, there are not many options left open as per middlemen to 

avoid illegalities.  

Zerocash (and posteriorly Zcash) expressly seek to introduce decentralized anonymous 

payment schemes (DAP schemes)114 allowing users to transact privately with no 

information open to the public or visible in the ledger -that is, without being 

cryptographed. Even intermediaries would not be able to follow funds from certain 

accounts, users would not have information on the coins arriving to them, etc.  

Possible solutions might be to prohibit the use of real anonymous systems, although 

enforcing such regulations -which moreover may be quite rightly said to obstruct 

technological progress- will prove difficult.  Other proposed solutions have been to signal 

“contaminated” funds from unreliable sources and punish everyone transacting with those 

funds, so they cannot be used.  

Nevertheless, it is worth noting that even in the most complex cases further steps can be 

taken. An example is the case of the (in)famous Silk Road. All payments were made using 

Bitcoin and were thus free from traditional pre-emptive control by banks or ulterior 

identification of users. The case was specially critic due to the amount of transactions and 

their total value (it is esteemed about $1.2 billion) and the fact they involved moving huge 

quantities of illegal products as drugs within countries, normally by common post. Drugs 

were travelling back and forth, and it seemed like nothing could be done to stop it. Silk 

Road was finally shut down by the FBI in 2013 upon the identification of its creator 

“Dread Pirate Roberts”, identified as Ross Ulbricht. He was convicted to thirty years in 

prison. What is especially interesting are the circumstances of his identification115. They 

put together his digital traces for years including various messages he sent to public 

forums to advertise his underground website116 where he asked to be contacted through 

an email that contained his full name. They then subpoenaed the provider of the virtual 

private network Ulbricht used to modify his IP address to locate him. This goes to show 

there may be further options.  

                                                 
114 Ben-sasson, Chiesa, Garman, Green, Miers, and Tromer, ‘Zerocash : Decentralized Anonymous 

Payments from Bitcoin ( extended version )’. 
115 Bearman and Hanuka, ‘The Untold Story of Silk Road, Part 1 | WIRED’; J. Bearman and T. Hanuka, 

‘The Untold Story of Silk Road, Part 2: The Fall | WIRED’. 
116https://www.bbc.co.uk/news/technology-24371894 

https://www.bbc.co.uk/news/technology-24371894
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5. CONCLUSIONS 

 

If there is one point to take away from this work is this: blockchains are not perfect and 

they cannot operate in a secure way without the law. Although they have potential to 

create real revolutions in a wide range of areas, from financial services to transactions 

between private parties, from dispute resolution mechanisms to new models of 

governance; this potential will not be fully realized unless they are adequately regulated.  

Lacking this regulation means the risks presented in section 2 can freely materialize, 

leaving users unprotected. A situation which is specially worrying taking into account the 

general ignorance in essential aspects of blockchain as exposed in section 3, where it has 

been argued they are not perfect systems and continue to require trust and be affected by 

central authority, although in some cases that authority may not be the state.  

Apart from not solving everything they are said to solve and achieving much less than 

generally stated, blockchains actually present new problems some of which are especially 

difficult to tackle with traditional regulation.  

I have shown in section 4.1. that the principles of movements as the SSI and those of data 

protection regulation as the GDPR are similar, but the proposed ways to achieve them 

seems incompatible. Blockchains may not be prepared to fulfil legal duties as granting 

users the right to be forgotten and regulation may not be understanding enough of this 

fact.  

Section 4.3. serves as a reminder of the crucial relevance of blockchains in financial 

services and has provided a brief on strategies to prevent illegalities and prosecute their 

authors. An analogical approach to regulation, by applying traditional financial rules (as 

security regulation) to tokens and ICO’s in a clear way as in the FENMA example has 

proven successful. However, that same approach in a disorganized way following the US 

situation has deterred development on the field.  

I have argued that legislation is needed to enhance mainstream application of new 

technologies. States with successful regulation will not only better protect users and 

investors but help develop their economic system on its own. I have extended this 

discussion with a brief oversight in section 4.2 of the most major comparative study on 

cryptocurrency regulation conducted to this day. 
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I have further argued for the need to ensure cheap ways to monitor compliance and 

enforce legal rules and have brought forward the concept of using edge services to police 

transactions. Wallets, exchange services and others can act as filters to prevent irregular 

activities and identify its actors. With the advent of zero-proof mechanisms and real 

anonymous systems, even enforcing such regulations will prove difficult. Several 

alternatives have been introduced although this area remains fundamentally obscure.   

The complexity of regulation is general in the world of blockchain, both because of the 

challenge of finding adequate measures to apply and the difficulties in passing uniform 

world-wide legislation. In this context, I would conclude the only satisfactory option is 

for developers and legislators to learn to work together and adapt to the other’s needs.  

Following this rationale, regulators can seek to accommodate to these new technology’s 

specific needs in a variety of ways. One of them may be by providing safe havens and 

regulatory sand boxes that allow innovation in a controlled environment; instead than 

forcing developers to go underground or move to less normative countries by pushing for 

strict normative that overlooks blockchain’s specificities. That absolutely does not mean 

blockchain services should not be taxed, cryptocurrencies not controlled or general 

regulation not passed. On the contrary, I have constantly argued there seems to be a 

correlation between regulation being enacted and blockchain industry flourishing in a 

certain geographical area. The key element is that regulation must be adequate to the 

special needs of these services, capable of achieving adequate protection of users, as well 

as their data and assets, while enabling and eve promoting blockchain strengths. 

On the other hand, blockchain developers can endeavour to make it easier to regulators 

to understand their needs by creating new channels of communication, following 

regulation, facilitating enforcement, and understanding regulation will help, not deter, 

their growth. It is true permissioned DLTs and blockchains are completely different 

technologies and accordingly require distinct regulations. Regarding those blockchains 

that remain truly decentralized, fuelled by users worldwide, a wider debate is needed to 

understand how to channel these relationships. 

To conclude, the importance of demystifying blockchain from totalitarian views by 

pointing out its technical shortcomings and attacking its myths cannot be overstated 

enough. Neither can the complexity of regulating it. Only with a clear view on both these 

areas will this much needed clear, transparent and easily enforceable regulation be 

achieved.  
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